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Executive summary

This report provides an in-depth analysis of how public online narratives are
reshaping the operating environment of the aid sector in Burkina Faso, Mali and
Niger. Drawing on 14 months of monitoring of publicly accessible social media
content — covering over 5,500 posts and 14,000 comments — it highlights how
digital commentary and disinformation are eroding trust, acceptance, and safety for
humanitarian actors in the Sahel.

The report focuses on the risks and harms posed by harmful public narratives that
frame aid as illegitimate, politicised or foreign controlled. These narratives are
steadily shrinking the humanitarian space. As online and offline threats increasingly
converge, the report argues that safeguarding digital legitimacy is no longer optional
— it is essential to the continuation of principled, neutral, and effective humanitarian
action.

The findings are especially urgent given the fragility of the Sahel context.
Burkina Faso, Mali, and Niger face overlapping security, political, and humanitarian
crises. Amid these pressures, social media has become a battleground where
humanitarian principles and values are contested and distorted." Hostile online
content, ranging from overt disinformation to user-generated suspicion, undermines
community acceptance, jeopardises operational safety, and can foreshadow real-
world consequences, including licence suspensions, reputational collapse, or direct
violence against aid staff.

The reportfills a critical gap in digital risk analysis. While many monitoring efforts
focus on state-linked disinformation or coordinated campaigns, they often overlook
how such narratives intersect with the aid sector. Also, aid organisations often focus
narrowly on their own reputational standing, missing the broader sentiment that
shapes public perceptions of aid as a whole. Insecurity Insight’s work bridges these
gaps by linking general trends in the online environment to the specific reputational
and operational vulnerabilities of humanitarian actors.

Among the key insights:

* Harmful public narratives do not always begin with falsehoods: even neutral
or factual posts frequently trigger backlash when filtered through suspicion or
ideological frames.

* International NGOs and UN agencies are the most common targets of digital
hostility, and are often accused of corruption, espionage or cultural imposition.
Local actors are generally more trusted, but remain less visible and are potentially
vulnerable by association with international organisations.

* The effects are cumulative. Narratives that question humanitarian neutrality or
independence may not go viral, but their repeated reinforcement normalises
allegations, corroding acceptance of humanitarian activities over time.

* Aid agency suspensions in Burkina Faso and Niger in late 2024 and spring-
summer of 2025 demonstrate how online hostility can escalate into policy
actions that directly threaten humanitarian access.
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Despite these challenges, the public digital space also offers strategic opportunities.
When used effectively, social media enables real-time engagement with affected
communities, accountability to donors and partners, and the amplification of trusted
local voices. Positive engagement is more likely when content is community driven,
locally framed and free from institutional jargon. However, digital engagement
must be treated as a core component of security and access strategies, not a
communications-related afterthought.

Key recommendations include:

+ expanding monitoring beyond brand mentions to assess general sentiment
toward the aid sector;

* integrating social media insights into security risk assessments and programme
planning;

» adapting language and format to local digital cultures and sensitivities; and

» strengthening collaboration with local partners to increase visibility, legitimacy
and resilience.

The humanitarian space in the Sahel is under pressure, not only from physical
insecurity, but from online narratives that increasingly define how aid is perceived.
In hybrid conflict settings where information is weaponised, the digital sphere has
become as critical as on-the-ground activities. Defending the humanitarian space
online is not just about protecting organisational reputation: it is about ensuring
continued access, safety and the credibility of the aid system itself.

This report reflects the voices of digitally active, vocal segments of society,
not the wider population. While these echo chambers may not represent majority
sentiment, they increasingly shape perceptions, escalate risks and influence
policy. Causation between online narratives and offline harm is difficult to prove,
but polarised and violent information spaces are linked to increases in physical
violence.

Thereportprovides aframework forunderstanding and addressing operational
challenges facing aid agencies. This focused practical purpose means it is not
an exploration of the wider digital narrative ecosystems, nor a barometer of general
public opinion. It offers actionable insights for humanitarian leaders, communications
and security professionals, and all actors invested in protecting the principled
delivery of aid in an era shaped as much by online perception as by on-the-ground
realities.


http://eepurl.com/gPFd0v
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The aim of the report

This report provides a structured analysis of how public digital narratives surrounding
humanitarian and development operations shape access, safety, and the security environment
for aid agency staff and partners operating in Burkina Faso, Mali, and Niger. It explores the
implications of online narratives about the aid sector for communications, policy, aid security and
accountability to affected populations. Drawing on 14 months of social media monitoring of online
public content carried out between April 2024 and June 2025, the report offers contextualised
and actionable insights for communications and security strategies that are responsive to the
challenges of operating in increasingly polarised digital environments.
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Introduction

Neutrality. Impartiality. Independence. These core humanitarian principles are
the foundation of the environment used to allow aid agencies to deliver assistance
safely and effectively. Yet currently the humanitarian space is increasingly shaped
not only by events on the ground and international donor developments, but also by
online narratives. From posts and comments that misinterpret neutrality as political
alignment, to narratives and influencers linking aid to foreign interference, online
commentary can no longer be a peripheral concern. It can influence government
decisions, donor trust, and community acceptance or rejection of aid. This guidance
summarises what has been learnt from Insecurity Insight’s ongoing social media
monitoring in Burkina Faso, Mali, and Niger, and how it influences aid agencies’
operating environment, shaping their ability to deliver assistance effectively, safely,
and with accountability.

In the Sahel region, where civil liberties are shrinking and online hostility is
increasing, the ability to operate according to humanitarian principles and values
is increasingly under pressure. While aid agencies are part of the broader digital
landscape and subject to the same misinformation and disinformation that affect
politics and civil society, their needs are distinct. They must not only navigate public
mistrust, but also defend their neutrality, impartiality and independence in order to
build acceptance — which is key to being able to access communities in need.

Safeguarding the humanitarian space and its acceptance online is now a
key challenge across the Sahel, with real-world consequences for access,
community trust, and staff safety.

This report focuses on the risks and harms arising from the shrinking humanitarian
space and decreasing acceptance of aid. It addresses a specific category of
harmful information that affects aid work — defined by the International Committee
of the Red Cross (ICRC) as information “that can impact the trust, acceptance, and
safety of humanitarian organizations and humanitarian efforts”, in its framework
Addressing Harmful Information in Conflict Settings.? This focus was chosen based
on recurring patterns observed in the Sahel, where repeated hostile narratives often
link humanitarian objectives to geopolitical and identity-based agendas in ways
that undermine the principles of aid. The report does not examine the three other
categories of harmful information identified by the ICRC, because the monitoring,
which focused on aid agencies, did not identify many examples that would fall
under the categories of (1) harmful information that directly or indirectly affects the
civilian population; (2) harmful information that significantly influences the dynamics
of armed conflict; and (3) harmful information whose publication or sharing may
violate international law.

Public social media posts that directly targeted aid agencies in the local public
domain were relatively rare across the Sahel during the monitoring period. This may
be surprising at a time when the digital space increasingly sees the use of deep
fakes and negative content generated using artificial intelligence (Al), and other
deliberate disinformation and influencing campaigns. Throughout the period 2024-
2025, perceptions of the aid sector within the digital space across the Sahel
were shaped indirectly — through comments and user interactions that link
aid to broader narratives of sovereignty, foreign influence, and/or support for
armed groups. These comments rarely mentioned specific organisations, yet they
significantly influenced how humanitarian action, aid and the multilateral system are
perceived.

insecurityinsight.org
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Aid agencies operate within the same digital public environment as political actors
and are shaped by its dynamics. However, humanitarian principles are impacted
in distinct ways, particularly when aid intentions are interpreted — or contested —
in this space. While social media monitoring often focuses on overt disinformation
and state-linked campaigns, it rarely considers how these narratives intersect with
the work of aid actors. Conversely, agencies that focus only on their own reputation
may overlook broader public sentiment toward aid as a concept. Insecurity Insight’s
work aims to bridge this gap by connecting general trends in the digital information
environment with the specific reputational and operational challenges facing the aid
sector as a whole.

Indeed, understanding the evolving context of how aid is perceived is essential for
agencies seeking to maintain access to people/communities in need and deliver
principled humanitarian action. In an environment where online narratives are driven
by complex forces, preserving a humanitarian space rooted in neutrality, impartiality
and independence requires more than just reacting to the reputational threats of
individual aid agencies. While it is not the role of aid agencies to investigate the
origins of disinformation campaigns, they should understand how such narratives
impact their collective operating environments. Insecurity Insight aims to help
aid actors to interpret how broader digital dynamics intersect with perceptions of aid,
so that they can adapt their engagement and continue delivering assistance safely
and effectively.

Connections between aid activities and dominant narratives frequently turn into
harmful narratives that can put real aid operations at risk because licences are
revoked, staff or project sites are attacked, and/or donors are unwilling to fund
activities. This report is therefore for directors and country directors, for security and
communications staff, and all programme managers of aid agencies to help them
understand how social media narratives directly impact their work. While the focus
is primarily on how humanitarian independence can be maintained in the digital
space, the observations in this report are also relevant for United Nations (UN) and
development agencies that often work in close contact with national authorities. The
findings are also relevant for civil society organisations (CSOs) that may adopt critical
positions regarding political developments. More broadly, the report offers valuable
contextual insights for those seeking to strengthen and adapt the multilateral aid
system to meet the challenges of the digital age.

Social media is an essential tool. It offers significant value to aid agencies by
connectingoperational realities with public perception. Itenables direct communication
with key audiences, including affected communities, donors, national authorities and
the public, without the delays or filters associated with traditional media. The report
also explores how social media can be used to engage with affected communities,
understand their concerns, and strengthen the accountability and relevance of aid
programmes.
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The report is based on 14 months of continuous monitoring of the online space in
Burkina Faso, Mali and Niger. The findings draw on sentiment analysis of 5,532
posts and 14,147 comments collected between April 2024 and June 2025, as
part of an ECHO-funded social media monitoring project. The patterns observed in
this period may shift rapidly as technologies, political contexts and social dynamics
evolve. Insights in the report should therefore be read as time bound, not predictive.
The project was designed to generate evidence that helps deepen understanding of
the unique digital contexts in these three Sahel countries to support equitable risk
sharing between international and national aid agencies. The monitoring aimed to:

+ detect instances where platforms were used to incite violence against aid
providers;

+ identify false information that could escalate into threats or violence; and

* monitor sentiment trends that can inform and enhance the effectiveness of aid
responses.

Contrary to initial expectations, the monitoring revealed that hostile narratives
are far more frequently directed at UN agencies and international NGOs (INGOs)
than at local CSOs and NGOs (LNGOs). In public social media posts across the
Sahel, community-embedded CSOs appeared to be more resilient in the sense
that they were less frequently targeted by harmful narratives.! This may reflect their
stronger local legitimacy or lower visibility. Indeed, their posts generally receive less
engagement and have more limited reach. These findings highlight the need for
stronger collaboration between local and international actors — not only to amplify
trusted local voices, but also to mitigate the risks of misinformation and hostile
narratives. The report also underscores the systemic risks of top-down approaches
that overlook the insight and experience of locally rooted aid actors.

The report aims to help shift the mindset within aid agencies: digital
engagement should no longer be seen as optional, but as essential to
operational effectiveness and central to the integrity of the aid system itself. In
an era where misinformation, disinformation, and hate speech (MDH) spread rapidly,
the aid sector should work together to articulate the principles and purpose of the aid
sector in ways that resonate with digital audiences. The online humanitarian space
must be actively shaped — and defended — as a shared public good. We hope that
this report offers a meaningful contribution.
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Chapter 1: Understanding harmful information across the
Sahel and the future of aid

Narratives about aid in context

Both state and non-state actors — domestic and foreign — have always sought to
shape narratives for political or military gain. The channels used to promote political
views are constantly evolving. The rise of pervasive, easily accessible online content
is directly undermining humanitarian operations in new ways by shattering trust,
fuelling suspicion and exposing aid workers to unprecedented risks. These global
developments take unique forms in different landscapes and create multitudes of
hybrid threats with potential to harm on-the-ground operations.

Across the Sahel, online aid-related discourse reflects a slow erosion of trust rather
than sudden viral surges. Engagement metrics on aid topics — such as likes and
comments — remain low across Burkina Faso, Mali, and Niger. Yet, despite modest
reach, the narratives observed in social media monitoring are often deeply hostile
and characterised by damaging allegations. These narratives can have serious
real-world consequences, affecting both the licence to operate and the safety and
well-being of aid workers on the ground. Thus, analysing the digital space in the
Sahel is not simply a matter of tracking numbers, reach or virality: it requires a
deeper understanding of the threat landscape itself, and how to respond in ways that
promote the acceptance and legitimacy of humanitarian action.

Public narratives in the region are shaped by recent political and security
developments. As of 2025, Burkina Faso, Mali, and Niger are governed by military
authorities following coups between 2020 and 2023, set against escalating
violence from armed groups. These groups have eroded state authority and limited
humanitarian access. The French-led Operation Barkhane (2014-2022) designed to
counter insurgent groups failed to contain the threat and ended with the withdrawal
of European forces. In their stead, the Russian-run Africa Corps — a Kremlin-
controlled group that subsumed and rebranded the Wagner Group — has stepped in
and supported the junta regimes. In September 2023, the three states formed the
Alliance of Sahel States (Alliance des Etats du Sahel, or AES), partly in response to
the threats from the Economic Community of West Africa States (ECOWAS), which
is an economic and political bloc, to intervene following the coup d’état in Niger.
In July 2024, the AES was turned into the Confederation of Sahel States, with the
stated intention to pool resources and to build and link infrastructure with the goal of
federalising the three countries into a single sovereign state. This process includes
a strong stand against neocolonialism.

Documented campaigns

There is evidence that foreign powers have orchestrated influence campaigns
targeting African audiences. In 2023, a Le Monde investigation into “Team Jorge” — a
commercial Israeli disinformation firm — uncovered how coordinated messaging was
used to manipulate elections and perceptions through thousands of fake accounts
and content created using Al.
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Other investigations have also documented how Russian influencing operations
have shifted since 2022 from a focus on state media to subtler processes making use
of outsourced networks. Pro-Russian narratives have not only been disseminated
across the Sahel with the help of public relations firms and digital marketing
companies, but also through the use of influencers or “independent observers” who
maintain plausible deniability that they are acting on behalf of foreign interests.
Among others, a Swiss-Cameroonian influencer has been widely criticised for
promoting pro-Russian narratives while claiming to act independently.

Russian campaigns have also become more adept at embedding their narratives
in local contexts. Operatives now use inauthentic accounts posing as locals
sympathetic to local concerns. These posts often glorify Russian leadership,
highlight the supposed success of groups like Wagner/Africa Corps and promote
closer ties with Russia. To deepen their reach, supporters are sometimes directed
to private messaging groups where more polarising content is shared. The social
media sentiment analysis for this report was carried out in full knowledge of this
background, but focused exclusively on publicly available content.

Sentiment analysis to understand perceptions of the aid sector

Since April 2024, Insecurity Insight regularly monitored how a diverse range of aid
organisations —including international agencies, the UN, and local aid and civil society
groups — have been perceived in the public information environment across Burkina
Faso, Mali, and Niger. The analysis focused on sentiments expressed regarding aid
activities and mission statements. Notably, most comments spoke of “aid” in general
rather than naming specific agencies with distinct mandates. This approach to social
media monitoring treats the public digital sphere as a common good and is aimed
at defending shared humanitarian principles beyond the reputation management of
any single organisation by focusing on the collective acceptance of aid.

It is important to acknowledge that our monitoring is limited to publicly available
written content. In Sahelian contexts, however, communications on social media,
particularly in local languages, often take the form of voice notes, livestreams or
video posts. Monitoring these formats is currently beyond our technical capabilities.
As a result, perspectives shared orally or visually are often excluded from our data,
highlighting a bias towards text-based communication. This gap reflects broader
inequalities in the digital sphere, where tools, platforms, and analyses are both
shaped by and reinforce the dominance of written language.

Most social media monitoring platforms and automated sentiment tools work well in
languages like English or French, but are significantly less accurate in other spoken
languages such as Bambara, Haussa/Fulani, or Tamasehq. This gap is not only
technical — it reflects broader patterns of global language bias. When working with
these technologies, the aid sector must therefore be mindful that Al tools analyse
material in the languages they have been trained on, and not necessarily in the
languages that matter most to or are most spoken in affected communities.
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Distinguishing disinformation from legitimate criticism

Disinformationisfalse information spread deliberately to deceive, while misinformation
is false information shared unknowingly. The intentional use of false and misleading
content to manipulate public opinion is rare on public platforms in the Sahel, but
has been circulating on private channels. This includes factually incorrect claims —
such as widespread accusations that all NGOs are corrupt or support terrorism — or
narratives that distort events to sow fear and division. It is also difficult to determine
how many social media users are linked to networks whose purpose is to share
disinformation on the aid sector.

Sentiment analysis of social media comments categorises attitudes toward aid
as positive, negative or neutral - but it cannot reveal the origins of these feelings.
Some negative comments may be deliberate disinformation aimed at damaging
the aid sector’s reputation, while others reflect genuine concerns, disappointment,
or disagreement based on personal experiences or broader political frustrations.
Repeated exposure to specific narratives and comments can gradually shape
public perception, blurring the line between disinformation and genuine sentiment.
It is especially difficult to assess how many seemingly authentic views have been
influenced - or even formed - by sustained exposure to such messaging. However,
the term “disinformation” is increasingly used to discredit opposing viewpoints. In
some cases, critical voices are labelled as disinformation not because they are
factually incorrect, but because they challenge the prevailing narrative or governing
authority. Misusing the term in this way can be damaging, because it risks silencing
legitimate concerns and alienating local populations. Dismissing authentic criticism
as disinformation can reinforce the perception that aid agencies are self-serving or
out of touch with the realities faced by affected communities — ultimately undermining
trust and acceptance.

Insecurity Insight’s monitoring of social media between April 2024 and June 2025
suggests that some of the features that shape the overall online space across the
Sahel, such as deepfakes or large-scale false content, are rarely used to target the
aid sector directly in public online spaces. Instead, observation of the discussions
around aid across the Sahel suggests that the online humanitarian space is
progressively shrinking as a result of the increasing appearance of a particular kind
of negative comments and conversations. This shrinking space is less the result
of the volume or virality of false content, and occurs more through a cumulative,
repeatedly reinforced narrative that delegitimises neutrality and discourages local-
international collaboration.

Shrinking freedom of expression

The suppression of diverse viewpoints is widespread across social media platforms in
the Sahel region. Online intimidation of critical voices, coupled with self-censorship,
restricts the space for alternative narratives — including those that uphold shared
humanitarian principles and the humanitarian obligation to support vulnerable
communities.
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Domestic critics face similar pressures. Journalists reporting on arrests, the
repression of opposition figures or human rights violations are often subjected
to online abuse. These attacks frequently mirror dominant narratives and focus not
on the substance of the reporting, but on personal allegations of disloyalty, lack of
patriotism or alignment with foreign interests. In many cases, individuals are targeted
with smear campaigns that question their identity, motives and loyalty, undermining
their credibility rather than engaging with their arguments. References to international
human rights reports offer little protection; instead, such citations are often framed
as further evidence of foreign interference.

Disinformation campaigns have actively sought to delegitimise civil society. In Mali,
for instance, a journalist investigating alleged military abuses was widely attacked
online. This reflects a broader challenge for media and civil society actors: content that
draws on international frameworks or rights-based language — even unintentionally
— can provoke backlash and accusations of promoting Western agendas.

Across the Sahel, the online space is not highly polarised in the conventional sense,
but rather shaped by recurring waves of hostile rhetoric. These narratives often
promote ideological conformity and call for the rejection of Western influence in
favour of national sovereignty. Although aid is not always the primary target, such
messaging frequently pulls humanitarian actors into broader political debates. As a
result, the neutrality and core humanitarian principles of aid agencies are increasingly
questioned — not for what they do, but for what they are perceived to represent in a
contested political environment.

insecurityinsight.org
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Chapter 2: When neutral posts spark harmful narratives

Sentiment monitoring across the Sahel shows that user comments and engagements
posted in response to factual information on social media constitute one of the
main mechanisms in which negative perceptions of the aid sector are repeatedly
reinforced across the digital space. This dynamic world of online comments shapes
online narratives more than the direct spread of false content through posts.

The building blocks of social media content: posts, comments and engagement

Online narratives are built from social media content that includes original user-
generated content (posts by individuals, NGOs, journalists, state ministries or media
platforms) and the responses to them — comments, shares and likes.

* Posts are original content uploaded by a user account or page. These appear on

the account’s or page’s “wall” and are visible on the timelines of their followers.
* Comments, on the other hand, are responses or replies to posts that appear in
the commentary section of the platform.

* Engagement such as “likes” and “shares” provide insights into how audiences
interact with the content.

Social media users - identifiable only by their account names - shape the online
space by commenting on these posts and by sharing or amplifying content within
their own networks.*

Across Burkina Faso, Mali and Niger, neutral posts that mentioned aid work in
some form between 1 January and 1 June 2025 accounted for between 70% and
95% of all posts. The majority of these — between 75% and 85% — were published by
media outlets, NGOs or government sources, reflecting a largely factual tone in the
overall information environment. Yet despite their neutral framing, these posts often
act as triggers for highly polarised online discussions, revealing how comments and
narratives diverge sharply from the tone of their sources, particularly on the subject
of international actors and humanitarian interventions.

Posts by edited media or official aid agency pages — typically simple announcements
of project launches, aid deliveries, or operational updates — regularly spark negative
comments filled with suspicion, resentment, or geopolitical interpretations. Security-
related incidents involving aid actors, such as attacks on convoys; staff evacuations;
or, more frequently, programme suspensions, also attract heightened attention online
and often trigger similarly hostile responses. In Burkina Faso between January and
June 2025, 2,034 negative comments were recorded across 77 posts referencing
aid, of which 72 posts were neutral in tone and originated from NGO, government
or media sources. These 72 neutral posts triggered over 99% of the negative
comments (2,029 of the total of 2,034) — showing that it does not require posts
with false narratives to trigger harmful sentiment, but that fact-based or institutional
communications can serve as flashpoints for shaping public opinion into some form
of backlash against the original content.

Domestic critics face similar pressures. Journalists reporting on arrests, the
repression of opposition figures or human rights violations are often subjected to
online abuse. These attacks frequently mirror dominant narratives and focus not
on the substance of the reporting, but on personal allegations of disloyalty, lack of
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patriotism or alignment with foreign interests. In many cases, individuals are targeted
with smear campaigns that question their identity, motives and loyalty, undermining
their credibility rather than engaging with their arguments. References to international
human rights reports offer little protection; instead, such citations are often framed
as further evidence of foreign interference.

Disinformation campaigns have actively sought to delegitimise civil society. In Mali,
for instance, a journalist investigating alleged military abuses was widely attacked
online. This reflects a broader challenge for media and civil society actors: content that
draws on international frameworks or rights-based language — even unintentionally
— can provoke backlash and accusations of promoting Western agendas.

Across the Sahel, the online space is not highly polarised in the conventional sense,
but rather shaped by recurring waves of hostile rhetoric. These narratives often
promote ideological conformity and call for the rejection of Western influence in
favour of national sovereignty. Although aid is not always the primary target, such
messaging frequently pulls humanitarian actors into broader political debates. As a
result, the neutrality and core humanitarian principles of aid agencies are increasingly
questioned — not for what they do, but for what they are perceived to represent in a
contested political environment.

These reactions to factual information are not incidental. Aid work is often interpreted
through narratives of foreign control, neocolonialism or political interference. While
shaped by broader political dynamics, such narratives can undermine the intended
message of impartial support. At the same time, it would be misleading to dismiss
all critical commentary as geopolitical posturing. Long-standing frustrations linked
to inequality, marginalisation and lack of accountability often intersect with newer
claims that frame international engagement as a threat to national sovereignty. As a
result, legitimate concerns are sometimes repurposed into more politicised framings
that obscure the distinct mandates of humanitarian actors and blur the lines between
aid, development, and diplomacy, ultimately eroding trust in aid as a concept.

During the monitoring period, explicit disinformation targeting aid actors was observed
less frequently than anticipated. Some posts accused organisations of acting as
fronts for intelligence operations or favouring one group over another. While a few
gained traction, many received little engagement, highlighting the context-dependent
nature of audience responses.

The monitoring of sentiment underlines that the greater challenge lies not in
fringe or extreme claims, but in the cumulative effect of persistent narratives
that reshape how aid is perceived. Therefore, when neutral or factual posts are
reframed through comments that apply an ideological or political lens, it undermines
the perceived neutrality and legitimacy of the aid sector, contributing to a shrinking
humanitarian space — often without any deliberate disinformation being involved.

These dynamics underscore the need for communication strategies attuned to
narrative context. In fragile environments, facts alone are no longer enough to
convey the principles underpinning humanitarian action. Because digital platforms
open participation to anyone with a smartphone, well-established concepts from
multilateral settings must be rearticulated in ways that resonate with diverse and
often sceptical online audiences. This requires careful attention to language, tone,
and format — ensuring messages are not only clear, but also credible and relatable
within the digital sphere.
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Aid cuts and withdrawal from the World Health Organization (WHO) framed as positive
actions promoting self-reliance and protection from aid agencies

The January 2025 USAID funding freeze triggered a wave of online criticism across Burkina
Faso, Mali and Niger. Of 1,604 comments on 184 public posts, 1,276 were negative. In Burkina
Faso, 645 out of 810 comments rejected foreign aid, while in Mali, 587 out of 698 did the same.
Niger saw less backlash, with 44 out of 96 comments expressing negative views. Rather than
criticising the freeze, many users framed it as a step toward self-reliance and freedom from
foreign control. In Mali, aid was portrayed as fostering dependency; in Burkina Faso, as serving
elites and external agendas. Even in Niger, where sentiment was more mixed, many social
media users questioned the government’s reliance on aid. The freeze became a flashpoint for
broader frustrations, reinforcing narratives that view foreign aid as a tool of dominance rather
than development.®

In January 2025, 12 media posts reporting on the US withdrawal from the WHO triggered 106
public comments on social media in Burkina Faso. While the posts themselves were neutral,
the comments were overwhelmingly critical. Many users accused the WHO of being a "mafia",
a "sect" or a tool of Western control, claiming it "kills more than it heals”. Others turned their
attention to the African Union and ECOWAS, mocking their perceived helplessness and
dependence. Reactions framed the US withdrawal as a lesson in sovereignty, arguing that Africa
should take charge of its own health care systems rather than relying on external donors.

This discourse illustrates how the reporting of policy news can spark strong anti-aid and anti-
institutional backlash, particularly when linked to broader themes of foreign interference and
self-reliance.®

Food assistance suspected of being part of a hidden foreign interference agenda

In March 2025, the announcement of the anticipated suspension of World Food Programme
(WFP) food aid in the Sahel (due to funding shortages) sparked debate on Facebook, particularly
in Burkina Faso and Niger. While some users noted the economic impact of losing assistance,
the dominant sentiment rejected food aid altogether. Many comments framed aid as a tool of
foreign control and an obstacle to self-sufficiency, celebrating the cuts as a step toward true
national autonomy. Users described food assistance as fostering laziness and dependency,
calling instead for a return to indigenous agriculture and local resilience. Suspicion toward
the WFP and UN agencies was high, with repeated accusations of hidden agendas, including
manipulating economies or funding terrorism. Some responses invoked religious reasoning
asserting that survival comes from God, not international organisations, while others criticised
aid recipients as “lazy” or “dependent”.

This scepticism also shaped reactions to new aid inflows. Between 22 and 28 July 2025, five
Facebook posts from media platforms also reported on Russia’s donation of 700 tonnes of food
to the WFP for vulnerable populations in Burkina Faso. Despite the scale of the contribution and
accompanying visuals of the handover, public engagement was limited, with just 31 recorded
comments across the five posts. Around two-thirds of these (65%) were neutral or positive,
portraying Russia as a “reliable partner” or celebrating the gesture as tangible support. Yet more
than a third of responses were critical, echoing the wider suspicion surrounding international aid.
Commenters questioned the long-term value of food donations, described them as instruments of
influence or “neocolonialism”, and argued that structural investments would be more beneficial.

Taken together, these conversations suggest that food assistance, whether framed as Western
or Russian, could trigger debates less about the immediate relief provided than about the
intentions behind it. Online reactions reveal persistent tensions around dependency, sovereignty,
and foreign interference, underscoring the need for clearer and more context-sensitive
communications that explain not just the what of aid, but also the how, why, and with whom.’

insecurityinsight.org 13
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Chapter 3: When false accusations and misinterpretations
contribute to security risks

A failure to understand the principles of neutral, impartial and independent
aid becomes especially dangerous when digital narratives intersect with real-
world insecurity. The acceptance that protects aid work by ensuring safety and
access must be actively upheld both on the ground and in the digital space —
the lives of aid workers and access to vulnerable communities depend on it.

Across the Sahel, security incidents involving aid agencies are quickly absorbed into
hostile online narratives that erode acceptance and contribute to a cycle of growing
risk and limited access. Aid workers are labelled “traitors”, “terrorist collaborators” or
“‘imperialists”; their motives are cast as suspicious and harmful; and the legitimacy
of their presence is openly questioned. This rhetoric often dehumanises individuals.
The narratives and language used in response to violence and insecurity create an
environment in which the suspension of services, forced exits or even attacks on aid
workers are not only tolerated, but justified. When repeated and unchallenged, these

narratives contribute to the normalisation of hostility toward aid efforts.

It is difficult to draw a direct line between online hostility and specific real-world
attacks. We cannot know what content future perpetrators of attacks may have
seen or how it may have shaped their actions. However, there is little doubt that
hostile narratives influence how both individuals and communities perceive aid work.
Dehumanising language in particular lowers the threshold for real-world violence.?

At a minimum, the online narratives around security incidents create a dangerous
feedback loop. Public discussions of security incidents feed hostile interpretations,
which in turn contribute to the very insecurity they describe. The interplay between
online narratives and offline realities risks reinforcing the cycle of mistrust and
violence against aid actors.

Aid agencies that are attacked not perceived as victims, but as dangerous agents

In Mali and Niger, personnel responsible for aid convoys that were delayed or who were
attacked during evacuations were described on social media not as victims of insecurity, but as
collaborators or political actors.

In Burkina Faso and Mali, stolen equipment and communication are often presented as
“evidence” of affiliations with armed groups, suggesting that aid agencies are supplying brutal
non-state armed groups that repeatedly attack civilians.®

Security measures such as evacuations and withdrawals ahead of increasing insecurity were
interpreted online as evidence that aid agencies are collaborating with the attackers, because
social media users could not think of any other reason for why they would have known when to
evacuate prior to an attack.

The language used in press statements about security incidents and agencies’ willingness to
talk to “all conflict parties” were interpreted as proving these agencies’ close alignment with the
attackers. These accusations present aid work not as neutral or lifesaving, but as politically or
morally corrupt.

Such accusations were particularly frequently observed in posts related to both INGOs and UN
agencies, but were also extended to local CSOs when they were attacked.

insecurityinsight.org
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This erosion of perceived neutrality has tangible consequences for security risk
management. Most humanitarian agencies in the Sahel operate on the basis of
acceptance-based security strategies — an approach that relies on community
understanding and trust to mitigate threats. When aid work is reframed as illegitimate
or threatening, this foundation is undermined. Staff may face increased hostility,
access can be restricted and the very legitimacy of humanitarian presence can be
called into question.

How information about tragedies turns into the justification of violence

The cycle of online hostility rarely starts with disinformation or inflammatory claims.
More often, it begins with a factual report of an incident that is shared without full
context, clear detail or carefully chosen language. In these moments, pre-existing
suspicions and ideological interpretations take over. Social media users quickly draw
conclusions, often relying on existing worldviews to interpret incomplete facts. What
begins as a neutral account is reframed as “proof” that aid actors are aligned with
armed groups or complicit in a foreign agenda.

These interpretations spread rapidly in online spaces already shaped by distrust
and dominant negative narratives. In such environments, some users deliberately
steer conversations by using leading questions or selective framing to guide others
toward making specific assumptions. Rather than relying on outright falsehoods,
these narratives gain traction through repetition, suspicion and shared sentiment.

Confusion about the role of aid further complicates matters. Many social media
users do not distinguish between humanitarian aid, development work and human
rights advocacy. Statements by political or rights-focused actors are often assumed
to speak for all international organisations, including neutral humanitarian agencies.
This creates a risk of misplaced backlash. Even legitimate security measures — such
as the pre-emptive evacuation of staff from Djibo in Burkina Faso (see case study
below) — can be reinterpreted as evidence of collusion, particularly in the absence of
timely communication.

Responding to harmful narratives around security incidents

Traditionally, aid agencies have demonstrated their neutrality by remaining silent
in polarised or partisan debates. On social media, however, this silence is often
misinterpreted. While initial posts about aid activities or security incidents may trigger
harmful interpretations, avoiding communication altogether is not a sustainable
option. Silence creates information vacuums that allow rumours to spread and
further erode public understanding of the aid sector.

The challenge is no longer whether to communicate, but how to communicate.
Effective communication must be timely and tailored, using clear and accessible
language that resonates with the intended audience. Aid agencies have long
developed ways of expressing themselves that are suited to diplomatic corridors
and humanitarian negotiations, where ambiguity and reading between the lines are
part of the process. However, social media reaches a much broader public — and not
primarily the conflict parties themselves.

insecurityinsight.org
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Why social media sentiment analysis matters for security risk management ...

Understanding how aid is framed online helps to manage operational risks and is essential for
an acceptance-based security risk management approach. Sentiment analysis helps to identify
when and how humanitarian narratives are becoming politicised, allowing agencies to:

+ detect early warning signs of misperceptions and rising hostility;

+ anticipate reputational risks that may affect staff safety or access;

+ tailor communications to reduce misinformation and strengthen trust; and
+ adapt security strategies to both digital and physical threat environments.

In a potentially hostile social media context, communication about security incidents is crucial.
Attempting to suppress information is rarely effective, because incidents are usually visible to
affected communities and are likely to surface on social media and private channels regardless.
Silence or vagueness often fuels suspicion and undermines credibility. Instead, security risk
managers should work closely with communications teams to share information in a timely,
transparent and context-sensitive way.

By tracking shifts in online sentiment, agencies can respond more proactively — not only to
protect their personnel, but to defend the humanitarian space itself.

Key takeaways:

« Harmful online narratives often peak following politically sensitive incidents or attacks
involving state and non-state actors.

« The line between criticism and incitement can blur, especially when aid is framed as a form
of betrayal or moral corruption.

*+ Accusations of collaboration with armed groups are among the most dangerous and
persistent forms of vilification.

... and why it matters for humanitarian access

While they are difficult to track in real time, hindsight reveals that these digital narratives
frequently foreshadow operational consequences. In both Burkina Faso and Niger, online
hostility toward aid actors intensified prior to licence suspensions. Sentiment analysis thus offers
a way to track warning signs that appear in the information environment. In the Sahel, it is less
a tool to understand what communities broadly believe and more a method for following those
who are actively — perhaps deliberately — working to shrink the humanitarian space.

Online discourse is shaped by users who speak bluntly, often from the anonymity
of their phones and unidentified locations. They tend to name those they believe
are responsible for harm. As a result, vague or indirect language is frequently
misinterpreted and met with suspicion. Diplomatic phrases such as "a willingness to
engage with all conflict parties" are often misunderstood or mistrusted when shared
in public forums. Terms like "conflict parties" can appear evasive or suggest hidden
agendas to audiences unfamiliar with diplomatic conventions.

insecurityinsight.org
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To uphold humanitarian principles online, aid agencies must adapt their messaging.
Many users encounter humanitarian concepts for the first time through social media,
without background or context. To have the intended effect, communications must
be clear, accessible and grounded in the lived realities of affected communities.
The focus should be on conveying purpose, ethics and intent — without relying on
specialised or diplomatic terminology.

Social media reaches far beyond the traditional audiences of humanitarian diplomacy.
While armed groups may still monitor public messaging, the primary audience is
now the broader public. Aid agencies must therefore build acceptance not only
with conflict actors, but also with the communities whose perceptions shape the
operational environment.

On public platforms, neutrality should not be defined by a willingness to talk to armed
groups — this message belongs in private negotiations. Instead, neutrality must be
communicated as a principled commitment to serve all people in need, regardless of
their political affiliation. It should be expressed through clear messaging that conveys
empathy, respect and the intention to help. In the digital age, clarity is not just helpful
— it is essential for protecting the humanitarian space.

insecurityinsight.org
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Case study: Djibo attack and the real-world consequences of online narratives™

On 26 November 2023, Jama'at Nusrat al-
Islam wal-Muslimin (JNIM) militants launched ¢ Post Rty =
simultaneous attacks on an IDP camp, an army
base, and Volunteers for the Defence of the
Homeland positions located around Djibo town,
Soum province, Burkina Faso.

On 17 July 2024, also in Djibo town, an aid
office was targeted by repeated gunfire during
an attack. The medical centre supported by
the aid agency was vandalised and two water
distribution sites were destroyed.

Armed groups stole equipment during both
attacks. However, six days after the 17 July
attack a video surfaced on X (see post on
the right) which showed members of JNIM (a
non-state armed group) using an ultrasound
machine, which was allegedly taken from
the INGO in Djibo during the attack. The post
reached an estimated 26,200 social media users and generated 254 engagement
actions that included instances of MDH.

Several comments directly exaggerated or misinterpreted the situation,
accusing the aid organisation of working with terrorists or intentionally
supplying them:

* "Xxx are terrorist accomplices.™
* "They buy weapons to give to criminal terrorist groups.™?
* "They use taxpayers' money to buy equipment that ends up with terrorists."

These comments falsely suggested that the aid organisation was directly involved
in aiding terrorists by providing them with equipment or funding. This form of
disinformation not only harms reputation, but also endangers the lives of aid workers,
because it erodes the trust they rely on to safely operate in conflict zones.

Some comments escalated and expressed violent threats and racist or
xenophobic sentiments:

* "There's not much difference between you and the terrorists, you're just a bunch
of stateless people."™

* "You're the source of fake news. You yourself are a terrorist.""®

The language used, such as “fake news” and “terrorists”, is deeply charged and
inflammatory, aiming to dehumanise aid workers and potentially incite violence
against them.

insecurityinsight.org
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On 2 September 2024, a driver working for the aid organisation was killed by Burkina
Faso armed forces in Djibo town allegedly based on accusations of collaboration
with JNIM militants. The incidents or alleged motives could not be independently
verified, nor is it known whether there would be any connections to the widespread
false allegations on social media that the aid organisation was “supporting terrorists”.

Other comments reflect general frustration and disappointment with foreign
aid organisations, seeing them as ineffective or even harmful:

*  "During your 10 years of terrorism, you haven'’t built hospitals capable of caring
for the sick in the region?"®

These remarks express disillusionment with aid efforts, tapping into a broader
sentiment of dissatisfaction with foreign involvement, which can fuel larger anti-NGO
sentiment in the region.

Such allegations and the use of hateful language directed at the aid organisation
based in Djibo are reminiscent of previous incidents. For instance, Insecurity Insight’s
analysis of social media responses following the 26 November 2023 attack, as well
as a similar case on 8 February 2023, revealed that social media users believed
that the aid organisation was intentionally aiding terrorists or acting on behalf of
Western states. This underlines how specific narratives about aid actors persist on
social media over long periods of time, but may only surface at intervals.

insecurityinsight.org
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Chapter 4: Targeted disinformation versus authentic
sentiment

Across the Sahel, disinformation and misinformation circulate online - sometimes
organically,atothertimesstrategically - affecting trustinaid actors. While misinformation
refers to false information shared without intent to deceive, disinformation involves
the deliberate manipulation of facts or narratives to serve specific agendas.
Misinformation can be deliberate disinformation or a misunderstanding with negative
consequences. Both erode trust, but misinformation as a result of misunderstanding
often stems from gaps in communication rather than deliberate manipulation. The
previous chapters discussed how the harmful aid narrative emerged through online
conversations. This chapter discusses the challenges in identifying disinformation in
the spectrum of sentiment in the public social media space.

Disinformation affects the understanding of humanitarian principles, operational
safety and acceptance. When disinformation is repeated often enough and circulates
widely in trusted social networks, it can be internalised as truth, which can gradually
transform into authentic, deeply held sentiment, even among those who were not its
original targets. In many contexts, it is difficult to distinguish in negative sentiment
where disinformation ends and authentic public frustration begins, especially when
harmful narratives echo real grievances or unmet expectations.

Across the Sahel, there is widespread documented evidence of foreign-backed
campaigns seeking to shape public opinion for geopolitical gain that target in particular
political actors and geopolitical alliances.'” These broader campaigns often intersect
with humanitarian narratives, even if aid actors are not their primary target. Posts
from aid agencies, even when neutral, are often absorbed into ideological debates
or reframed to fit existing suspicions about foreign agendas. In quantitative terms,
this is more common than any disinformation directly targeted at aid agencies.
Yet not all negative sentiment is disinformation. Frustration, rumour, sarcasm and
legitimate criticism also contribute to negative sentiment expressed through social
media comments.

Identifying disinformation

Disinformation can be tracked using a variety of methods, from simple manual
techniques to advanced analytical platforms using Al. Each has distinct advantages
and limitations depending on the resources and objectives of the monitoring process.
In the Sahel, these limitations are particularly relevant, given the complexity of the
online space and the sensitivity of the humanitarian context. Identifying disinformation
is not straightforward: it often requires complex, contextual investigations that
are capable of identifying coordinated manipulation rather than documentation of
genuine public sentiment or the consequences of poor communication. Al tools
continue to struggle to interpret cultural nuance, satire, or humour, increasing the
risk of misclassifying benign content as harmful, or vice versa.

insecurityinsight.org
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Insecurity Insight’s monitoring is based on ethical research principles and designed
to respect both privacy rights and the humanitarian purpose of our analysis.'® The
focus of the analysis here is the identification of harmful narratives to support
humanitarian actors to adapt their strategies while upholding humanitarian principles
and ethical research standards. The method focuses on collecting posts through
country-specific IP filters and only to use them when the privacy settings are set
to public. Insecurity Insight’s objective is not to identify individuals, and we do not
monitor private conversations, and collect no content from encrypted messaging
platforms like WhatsApp or Telegram.

The monitoring methods also includes observing profiles that stand out for their
contribution to harmful narratives. This helps build a better understanding of the
dynamics involved, which in turn supports more informed policy and practice. We
monitor for various signs that may indicate disinformation based on content and
context. The following indicators can help assess whether a narrative may be part of
a coordinated or misleading campaign:

the repetition of identical or highly similar phrases across multiple accounts;
» the use of anonymous profiles or usernames with political references;

« disproportionate backlash to factual or neutral posts;

» timing that coincides with political events or aid-related announcements;

» arefusal to engage with corrections or alternative views; and

* high engagement with inflammatory claims compared to low engagement with
standard updates.

None of these signs alone confirms disinformation. However, when several indicators
appear together, they may suggest that a narrative is being deliberately shaped or
amplified.

Comments on development aid for security forces alleging espionage possibly
coordinated because of copied language

In May 2025, a neutral and technically framed media report shared via Facebook about a
donation from the UN Development Programme, which provided 100 motorbikes to the Burkina
Faso gendarmerie to support security operations, unleashed a wave of negative comments,
78% of which were critical. Commenters raised suspicions about the presence of GPS trackers,
surveillance equipment, or hidden motives, with many suggesting the donation could serve
as a foreign monitoring tool. Others rejected the aid outright, suggesting the country should
purchase its own equipment or accusing international partners of hypocrisy. Several users
repeatedly posted comments using very similar language suggesting that surveillance devices
had been hidden in the vehicles, raising questions whether these reactions were authentic and
spontaneous or coordinated.™

insecurityinsight.org
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In some cases, profiles exhibit behaviour or characteristics that suggest they may
not be authentic. While these features are not conclusive in isolation, they may be
indicative when observed alongside other suspicious patterns. Such characteristics
include:

+ alack of activity history or inconsistent posting;
* usernames or images recycled across accounts;
» the constant repetition of political slogans or specific narratives; and/or

+ engagement that appears to be timed to coincide with state or international
announcements.

Al-generated images can amplify anti-aid messaging

Pro-AES social media accounts increasingly used Al-

generated visuals and anonymous profiles to amplify &3\;{)‘5&5 ‘ ‘;‘(‘,’ﬁééé ¥
anti-aid and anti-UN narratives.?’ These accounts often EES | ARMEES |8

featured stylised propaganda, patriotic slogans and JMALIENNES
militant imagery — frequently without verifiable user

identities or geolocation.

Case in point: One such account, using the AES emblem
and listing a location in New York, routinely shares Al-
generated images of military strength and calls for the
expulsion of foreign actors from the Sahel. Despite
targeting Malian discourse, its true origin remains unclear.

These profiles blur the line between local sentiment and

foreign influence. While analysis of public comments remains ethical and GDPR-compliant,
anonymous and offshore accounts complicate efforts to verify authenticity or measure genuine
public opinion.?' This raises the risk of amplified disinformation and distorted perceptions of
consensus around aid and international actors.

While these traits are noteworthy, they are also not definitive proof of manipulation. It
is also possible for one user to maintain several accounts and use them to reinforce
particular views across platforms. In the absence of deeper investigation, these
patterns remain indicative, but not conclusive. Users behind such accounts usually
seek to remain anonymous. VPNSs further complicate attribution, allowing users to
mask their real location.??

Additionally, the role of diaspora voices in shaping public discourse should not be
underestimated. Many highly engaged accounts are operated from outside the
Sahel region, yet they actively participate in shaping national narratives, sometimes
aligning with and at other times opposing state narratives. While IP-based filters
help us narrow focus to local content, these distinctions are becoming increasingly
blurred. Diaspora actors may post original content with ideological framing, while in-
country users more commonly respond via comments — each contributing differently
to the online ecosystem.

insecurityinsight.org
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Recognising authentic sentiment

Negative sentiment towards the aid sector often reflects a mix of beliefs and emotions
shaped by the absence of alternative perspectives on humanitarian motives. Such
sentiment may express frustration, outrage, scepticism or even humour. It can
also serve to affirm group identity or political alignment when information aligns
with existing worldviews. These individual responses are influenced by broader
structural factors: low institutional trust, limited access to credible information,
online repression, and reduced media literacy all create an environment where
misinformation and disinformation can flourish. Importantly, some negative views
may have been shaped or reinforced by earlier disinformation campaigns that fall
outside the current monitoring period. Through repetition, emotional appeal and a
lack of trusted alternatives, these narratives may have gradually become accepted
as the truth.

The challenge for aid agencies is to provide accessible, relatable narratives that
clearly convey the objectives and principles of humanitarian action — especially to
social media users regularly exposed to dominant framings of aid through the lenses
of sovereignty, decolonisation, and dignity. To be effective, such communications
must be sensitive to local context and potential triggers, ensuring that well-intentioned
messages do not inadvertently reinforce mistrust or hostility toward the aid sector.

Agadez: Likely authentic voices, limited reach Enough of Suffering

Agadez is not Safe for refugees

Since late 2024, Niger-based accounts have posted
consistently about poor conditions, safety concerns, and
lack of services for refugees and migrants in Agadez,
Niger. At least, four X accounts post a dozen times a

week in English, sharing posts and images of protests | & = = @ i
such as “Enough of Suffering” and “We don’t want to stay E _[‘0U3h- O F. .
here anymore”. - RERn D

The messaging was also timed to coincide with a UN
anniversary and appeared aimed at drawing international
attention. While the UNHCR remained a primary target,
users also directed frustration at the IOM, UNICEF, and,
for the first time, in July 2025 an international NGO
not previously mentioned in Agadez-related online e -
discourse. One post described INGO staff as “inhumane” | Euwerses o —l
for allegedly refusing to speak with migrants during Lo oo e

a visit, tagging senior international officials to provoke visibility. All these posts retained low

engagement and did not go “viral”.%

These accounts appear to be authentic. They are long-standing and consistent, and are focused
on lived experience rather than stylised or ideological content. The language is direct, specific
and rooted in local grievances. However, we cannot independently verify the identities or
locations of the account users. The low engagement these posts receive highlights a persistent
imbalance - those most affected by humanitarian conditions are still the least heard in online
aid discourse.

According to The New Humanitarian, in late August 2025, Nigerien authorities arrested six
Sudanese refugees during a raid on a refugee camp in Agadez, alleging they were inciting
unrest. Humanitarian actors expressed concern that the arrests reflect broader pressure on
displaced communities. Of the six accounts Insecurity Insight monitored since January 2025,
two have gone silent since the arrests (as of 8 September 2025). Whether this is due to an

arrest, intimidation or self-censorship is unclear.
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Licence suspensions in Burkina Faso and Niger

The suspension of aid organisations in Burkina Faso and Niger demonstrates how online
narratives can directly shape operational realities. In both cases, digitally amplified discourse not
only reflected official decisions, but also reinforced them. Harmful narratives, whether state-led
or crowd-driven, did more than erode public trust: they mobilised support for government actions
that significantly constrained humanitarian access, blurring the line between policy enforcement
and public sentiment. This convergence of discourse and state action illustrates how narrative
ecosystems canimpact not just reputation, but security and unity across humanitarian operations.

In Niger, the suspension of an organisation was preceded by growing online hostility. Official
statements about neutrality and dialogue with all actors were widely reframed as evidence
of complicity with armed groups. Following the licence suspension in Niger in June 2025,
88% of 124 user comments across two public Facebook posts were negative.2# Common
reactions requestioned the suspended organisation’s neutrality and accused it of colluding with
“terrorists”, often echoing state narratives of neocolonialism. Earlier messaging by President
Tiani had already framed the organisation as aligned with foreign-backed destabilisation efforts,
reinforcing this interpretation.

In Burkina Faso, the suspension of a dozen INGOs in late June 2025 triggered significant
online support for the government’s decision. Social media discourse praised the government’s
assertiveness and echoed slogans like “the country is governed”. Of 242 comments, most
framed INGOs as imperialist actors, accused them of espionage and called for the expulsion of
all foreign organisations. While a minority expressed concern over job losses or transparency,
these voices were marginalised by a dominant pro-government and anti-aid narrative.?

These events point to three overlapping dynamics:

+ Narrative preparation: In both cases, anti-aid sentiment was already present, regularly
reaffirmed and amplified over many months preceding the official suspensions. The anti-aid
sentiment was aligned with and directly linked to broader rhetoric seen in the rejection of
neocolonialism and the adoption of pro-AES positions.

« Uncertainty between authenticity and orchestration: While many sentiments appeared
genuine, the alignment between social media trends and state messaging around the larger
political processes of creating a federal Sahel confederation free from French and Western
colonial influence raises questions about whether users amplified dominant narratives due
to belief, strategic agreement or fear of reprisal.

« Abroader decline in civil liberties: Across the Sahel, authorities have tightened restrictions
on civic expression, arrested activists, dissolved associations and curtailed independent
media. These measures have narrowed both physical and digital space, contributing to self-
censorship and the reduced visibility of dissenting views online. Early signs suggest that
declining engagement with aid-related content between July and September 2025 could
be another consequence of this shrinking space — but whether this indicates censorship
remains uncertain.

In both countries, these suspensions mark not only regulatory decisions, but also the convergence
of public discourse and policy action. They highlight how harmful narratives — whether crowd-
driven or state-aligned — can generate real operational consequences for aid agencies and
the communities they server. Monitoring the emerging linking of existing anti-aid sentiments
to a politicised agenda is critical for anticipating reputational and access risks in contested
environments. Understanding and reacting to such connections is important when they emerge.
Once such connections are firmly established in social media users’ sentiment and perceptions,
it is hard to argue an opposing case when suspensions follow as a next step that then remains
uncontested in the absence of alternative perspectives and views.
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Chapter 5: Aid-related topics that trigger negative
narratives

Communicating aid objectives and principles through social media is essential — but
also sensitive. Certain topics regularly trigger negative responses, making it critical
for aid agencies to plan such messaging carefully. This section explores the key
topics, narratives, and challenges that commonly arise online in relation to specific
aid activities and that are vulnerable to negative sentiment and processes that link
aid agency activities to political campaigns. By understanding when and where
public reactions occur, agencies can better anticipate concerns, manage risk, and
build trust through transparent communication.

A persistent challenge in the online space is the confusion between humanitarian
aid, development assistance and human rights advocacy. In the “traditional”
humanitarian model, agencies aim to remain independent and neutral, and avoid
political alignment. However, in practice, the boundaries between these spheres
have become increasingly blurred over recent decades. Some organisations adopt
a dual mandate such as rights-based advocacy and humanitarian response. While
human rights organisations may openly criticise governments, and development
actors often work in partnership with them, these distinctions are frequently lost on
social media. Criticism aimed at one type of organisation is often extended to all
international actors, regardless of their mandates or approaches.

As a result, statements by UN missions or human rights bodies are often interpreted
as representing the entire aid sector, including neutral humanitarian actors. This
blurring of defining lines undermines the careful efforts agencies make to protect
the humanitarian space and increases the risk of backlash based on misattributed
actions or views.

The following section outlines common narratives that are frequently attached to
even neutral communications about aid activities. Recognising these patterns can
help agencies to prepare more effective, context-sensitive messaging that promotes
understanding rather than reinforcing mistrust.

Types of narratives about the aid sector in the Sahel
Perceptions of links to violent conflict parties

* Allegations of complicity with armed groups: International and local aid
agencies are sometimes accused of collaborating with armed groups, with some
social media users alleging they provide financial support or armaments. These
narratives often emerge when aid agencies work near the presence of these
armed groups.

* Claims of facilitation by humanitarian groups: Misunderstandings around the
humanitarian principle of neutrality, with assertions that aid organisations are
engaging in dialogue with violent actors not in order to negotiate and maintain
a humanitarian space, but as a covert means of advancing external political
agendas.

* Accusations of Western influence: In conflict-prone areas, aid organisations
are often viewed as instruments of Western powers, with claims that they are
used for spying or advancing strategic interests.

insecurityinsight.org
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Perceptions on civil-military relations extended to aid actors

* Fears of the militarisation of aid: Mistrust can arise over the involvement of
aid agencies in regions where there is a heavy military presence, resulting in
accusations that aid operations blur the lines between civilian aid and military
objectives.

Perceptions of corruption and aid misallocation

* Concerns over corruption and lack of transparency: International
organisations, funds, local authorities and organisations are sometimes
suspected of diverting aid funding for personal gain, particularly during public
health emergencies.

Perceptions of ineffectiveness and unequal relationships

* Criticisms of aid effectiveness and lasting impact: Perceptions can arise
that aid delivery has not delivered sustainable results and fosters long-term aid
dependency.

* Concerns aboutdependency and ulterior motives: Some community members
express suspicion that international assistance and development programmes
aim to create dependency rather than empower communities, believing that they
serve hidden agendas tied to foreign economic or political interests.

Narratives attached to particular types of organisation

Narratives are often linked to specific types of organisations. However, while social
media users may initially be prompted to think about these organisations in particular
ways, they often later fail to distinguish between different mandates, instead applying
broader negative sentiment to the aid sector as a whole.

Aid-related topics frequently linked to other narratives

that lead to negative sentiment

Interests and concerns that when linked in a negative manner to an aid narrative
can lead to harmful associations that undermine aid intentions:

« Sovereignty and national pride: Aid is consistently framed by critics as a
threat to independence, autonomy and cultural integrity.

« Conspiracy and control: Donations and support are viewed with suspicion,
and are often linked to surveillance, foreign agendas, or resource exploitation.

« Dependency framing: Aid is portrayed as fostering dependency and
discouraging self-reliance.

« Cultural resistance: Aid initiatives related to gender, human rights, or girls
education can trigger backlash rooted in traditional or religious norms.

« Narrative ownership: Posts gain or lose traction based on who shares them,
with content from local sources or involving local figures tending to be received
more positively.

insecurityinsight.org 26



The Shrinking Humanitarian Space on Social Media: Insights from Burkina Faso, Mali and Niger

High levels of negative sentiment online

* Reference to standard practice frequently can be presented as political
interference and undermining national sovereignty.

Example: Statements on governance, such as the UN’s appeal to Mali’s transitional
government to restore political parties, have triggered overwhelming backlash.

* High, potentially unrealistic, expectations can create gaps between the aid
aspirations that have been communicated and beneficiary experiences of
what is delivered on the ground.

Example: The UNHCR has faced persistent criticism from refugee communities
in Niger, who allege mistreatment and neglect in the context of a desperate and
complex displacement crisis.

* Physical donations, like vehicle or vaccines, can be linked to negative intentions
such as espionage, or intentions to exploit, harm and hurt.

Example: Donations of motorcycles to the police can be viewed as a donor
intelligence operation.

Effective mitigation

 UN messaging featuring photos of UN personnel with national authorities
during project implementation tends to generate more neutral or positive
engagement.

Example: Government-supported vaccination campaigns that show pictures of
government officials appear to shield the campaigns from critical content in ways
that “independent” public health campaigns do not. However, the absence of
critical voices does not prove public endorsement, and the images may potentially
create other associations that are also viewed negatively by other stakeholders,
but that are not publicly voiced at the time.

» Seemingly authentic commentary by local influencers on UN affairs creates
overwhelming positive responses from followers of these influencers
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International NGOs

Social media commentary often portrays INGOs as a single, homogeneous
category, and non-UN agencies are also frequently associated with UN actors
and broadly depicted as foreign actors pursuing external agendas. At the same
time, INGO online narratives differ, reflecting different mandates and modes of
engagement.

INGOs with a rights-based or advocacy mandate

« These INGOs are often targeted for openly criticising government actions,
particularly with regard to human rights, civic space or democratic standards.

« They can be accused by public officials and commenters of advancing foreign
values or undermining national sovereignty.

* They can be described as disconnected from local realities or failing to respect
cultural or national sensitivities.

INGOs focused on service delivery

» Generally, despite seeking to avoid political engagement, these INGOs are
still drawn into broader anti-aid or anti-foreign narratives.

+ They are sometimes viewed with suspicion if they are seen as cooperating
with international institutions or donors perceived as foreign powers.

» They can be framed by some users as forming part of a "business model" that
profits from instability, particularly in conflict- or crisis-affected contexts.

* Dominant narratives overshadow fact-based messaging.

* Independence and neutrality are presented as “support for terrorism”.

Local NGOs and CSOs

LNGOs and CSOs are generally viewed positively due to their local presence,
cultural familiarity, and perceived alignment with community interests, and they
are less likely to be drawn into harmful aid narratives.

Example: When involved in sensitive issues — such as a female genital mutilation
(FGM) intervention in Burkina Faso — one organisation faced criticism for allegedly
promoting foreign values or interfering in private matters.

Effective mitigation against negative narratives

» Positive engagement is more likely when CSOs are associated with well-
known local figures or community-led successes, particularly in areas such as
health, education and food assistance.
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The difference in perceptions on social media about LNGOs and CSOs compared to UN
agencies, INGOs and the Red Cross family

Across Burkina Faso, Mali and Niger, posts by local organisations and CSOs tended to receive
fewer negative comments — but also reached fewer people — than their international counterparts.
UN/INGO/Red Cross family posts draw more visibility and more criticism, especially around
politicised moments. Based on a sample of posts, below are some of the main observed
differences in terms of format, content and language:

* Style and tone: The language used in LNGO posts is usually concise, brief and personable;
UN/INGO copy is more institutional, with programme abbreviations/acronyms and formal
phrasing.

* Topics: LNGOs mostly share local service updates (clinic days, distributions, community
work). UN/INGOs post more on nationally salient issues (suspensions, policy statements,
high-level visits) that invite debate.

* Format and visuals: LNGOs publish pictures with recognisable faces and places; UN/
INGOs more often use logos, branded templates or collages.

* Language: LNGOs more frequently mix French with local languages/expressions; UN/
INGOs generally use formal French/English.

* Audience and amplification: LNGO posts circulate in tight local networks; UN/INGO posts
are reposted by media, tagged by officials, and seen by broader, more mixed (and more
critical) audiences.

The role of the media: Despite these differences, the majority of the engagement spikes
containing negative sentiment are on media posts about UN/INGOs, not the agencies’ own
posts. This media amplification (and the salience of the news itself) can explain higher volumes
of and a harsher tone in comments, regardless of posting style.

See Insecurity Insight's weekly Social Media Watch reports for more concrete
examples of misconceptions impacting aid agencies on social media.

Sensitive topics

Monitoring from April 2024 to June 2025 has shown that some themes — particularly
those involving gender, vaccines and human rights — are more likely to attract online
criticism or hostility, regardless of the intent, framing or author of the post.

Human rights and democratic processes

“Les terroristes tuent des innocents on ne parle pas de droit de 'lhomme mais quand
on tue les terroristes on parle de droit de 'homme!! Du n’importe quoi” (Terrorists Kkill
innocent people, and no one talks about human rights, but when terrorists are killed,
everyone talks about human rights! It's ridiculous.)

Online narratives in the Sahel show that when international or domestic actors engage
with political transitions or human rights issues, their interventions are often framed
as illegitimate interference in a country’s affairs. Messaging that aims to promote
democratic norms or accountability frequently triggers strong nationalist responses,
fuelled by distrust of external influence and perceived challenges to sovereignty.
These are not unique to the aid sector, but extend to any agency that comments
publicly on sensitive issues.
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One example came in mid-May 2025, when the UN High Commissioner for Human
Rights called on Mali’s transitional authorities to reverse the repeal of the country’s
political party charter.2” While the statement focused on political pluralism and basic
freedoms, it was met with overwhelmingly negative reactions online. More than 95%
of comments dismissed the UN’s position, framing it as foreign interference. Many
users questioned the UN’s priorities, cited double standards or rejected the idea that
the organisation had any legitimacy to speak on Mali’s internal affairs.

Some users rejected democracy outright, framing it as a Western concept unsuited to
African societies. Others ridiculed calls for accountability or framed strong leadership
— even if it was authoritarian — as preferable.

Critical messages about governance are often rejected. Any individuals voicing such
criticism, including prominent journalists or politicians, are discredited personally; and
appeals to international legitimacy tend to provoke negative responses, particularly
when they are framed in comments as external pressure. In this context, rights-based
advocacy must navigate an environment where institutional trust is low and national
sovereignty is a dominant lens through which messages are judged. This illustrates
how diminishing democratic space can erode the ability to communicate the value
of humanitarian and development assistance — making it even more important to
understand how aid narratives are perceived and contested in the digital sphere.

* Mali (June 2025): Ajournalist’s post alleging that the regime cloaks authoritarian
practices in democratic language (citing arrests, party dissolution and the targeting
of activists) drew over 70% hostile responses despite referencing an international
human rights report. The journalist was labelled a traitor or “apatride” and told
to seek French nationality. Mocking replies (“‘come free them” [*Viens les libérer’]

and “We want dictatorship 100%, you idiot” [“On veut la dictature 100% gros

con’]) refused to engage with substance. Several users rejected international

advocacy outright, portraying global standards as hypocritical.?

* Backlash against pro-USAID voices (Burkina Faso and Mali): Users who
defended USAID orforeign aid were mocked or insulted, accused of complicity with
Westerninterests, and told dependency was “poisoned aid” (“aide empoisonnée”).
Former prime minister Moussa Mara received 189 largely negative comments
after arguing for the necessity of aid, portraying it as weakness or “slavery”.?°

Gender-related topics

“Coucher avec une femme qui n'est pas excisé je préfere dormir dans wc”
(Sleeping with a woman who has not been circumcised makes me prefer to
sleep in the toilet.)

This comment, posted in response to a discussion on an LNGO'’s response to FGM,
is a stark example of how gender-related topics can provoke particularly deeply
offensive and emotionally charged reactions online that use a directness and explicit
expressions from the privacy of a screen that few would feel comfortable saying in a
verbal exchange of criticism. Although many gender and reproductive health posts
shared by local actors attracted no backlash, some did trigger reactions.

insecurityinsight.org
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Such reactions are not occurring in a vacuum. There is growing evidence that
platform algorithms play a role in amplifying misogynistic and reactionary content.
From the moment users sign up, the content they are shown is shaped by algorithmic
predictions based on inputs such as age, gender and location, often reinforcing pre-
existing biases. This can significantly influence the kinds of sentiments expressed in
response to gender-related aid messaging, particularly on contested topics such as
FGM, women's leadership and reproductive health.

For example, a UN agency post celebrating the election of a female chief in Burkina
Faso received a strong negative response. Approximately 40% of comments framed
the post as interference in local customs. Some users described the appointment
as a Western imposition or a threat to the country’s cultural heritage, suggesting
that gender-focused aid programmes can be seen as imposing foreign values even
when celebrating local achievements.

A more intense backlash followed a media post about a local NGQO’s intervention
in an FGM case, marking the first major negative response to an LNGO in 2025.%°
The post, which praised the NGO for protecting a girl at risk, drew 216 comments,
nearly 32% of which were hostile. Many users questioned the NGO'’s legitimacy,
with some defending FGM as a cultural tradition and accusing international funders
of promoting foreign agendas. Others made overtly offensive remarks, equating
anti-FGM advocacy with moral corruption, paedophilia or cultural betrayal. These
reactions underscore that even local organisations can face reputational risks when
engaging in culturally sensitive protection work — especially when they do not control
the framing of their message. In this case, the content was shared by a media outlet,
leaving the NGO unable to respond or shape sentiment. Visibility without narrative
control can make organisations vulnerable to polarised discussions.

Narratives around gender are not only framed through colonial legacies, but also
through cultural and religious norms. Religious reasoning is frequently invoked in
these discussions, positioning divine authority or cultural continuity against perceived
external agendas. These reactions underline that gender-related narratives should
not be interpreted solely through the lens of colonialism; they must also be understood
as deeply rooted in cultural and religious contexts that shape the acceptance or
rejection of aid. At the same time, it remains challenging to understand the interaction
of culturally and algorithmically driven evolution of sentiments.

Vaccines and public health: persistent mistrust

‘I'OMS est une secte et une mafia dirigée par les intéréts de Bill Gates qui
innocule des vaccins toxiques a I'humanité. Bravo Trump” (The WHO is a cult
and a mafia run by Bill Gates' interests, which inoculates humanity with toxic
vaccines. Well done, Trump.)

Vaccination campaigns are among the most sensitive issues in the digital information
environment of the Sahel. While widely promoted as essential public health
interventions, they frequently attract suspicion, particularly when associated with
international actors.

insecurityinsight.org
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Posts referencing global vaccination efforts can generate strong backlash. Online
comments often accuse aid agencies of using Africa as a testing ground, pushing
unproven treatments or advancing hidden agendas. COVID-19 vaccines remain a
focal point for conspiratorial narratives and mistrust. These reactions reflect deep
scepticism of international health governance and the perceived complicity of
local authorities. Public health posts, even when fact-based, are often interpreted
through the lens of political suspicion, past grievances and a broader lack of trust in
institutions.

Polarised opinions and real threats

Democratic processes, human rights, gender equality and vaccines frequently
provoke polarised opinions online, with competing groups advancing conflicting
narratives. In many cases, opposition focuses on the specific topic at hand. These
issues are central to building fair and inclusive societies, and open public debate
— including disagreement — is essential to protecting civic space, which in turn
underpins humanitarian access.

Global and local narratives interconnected

Narratives circulating in the Sahel are not isolated from global discourse. Online
responses to events in Gaza or Ukraine, for instance, regularly intersect with local
debates, shaping how audiences interpret aid and humanitarian action in the Sahel.
Similarly, messaging produced by aid agencies in one geographical area can
reverberate elsewhere.

This interconnectedness is not unique to the Sahel. Across Myanmar, Syria, and the
DRC, aid-related conversations converge on similar frames despite these differing
contexts. Two recurrent themes stand out: aid is portrayed as hoarded, too slow, or
fake, and international actors as biased, complicit, or irrelevant.

These narratives echo each other because they draw on shared grievances and
because digital platforms amplify emotionally charged claims. They create a ready-
made script: when crises occur, communities reach for familiar explanations almost
instantly, shrinking the space for humanitarians to build trust. Such narratives also
travel across borders, reinforced by diaspora engagement and global scepticism
regarding international institutions. Their speed and similarity suggest they may at
times be purposefully deployed by political or armed actors to shape perceptions.

insecurityinsight.org
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Chapter 6: Social media as an engagement opportunity

Amid scepticism and politicised narratives, social media in the Sahel also offers
clear opportunities for aid agencies to build trust, amplify local voices, and foster
more positive engagement with their work. Although controversial topics often
dominate public discourse, recent monitoring reveals that strategically framed
content — especially when spearheaded by local actors — can avoid backlash and
even generate meaningful support.

The important voices of civil society and local implementing partners

"Bonne initiative" (good initiative) and "Toutes mes félicitations” (all my
congratulations) are among the common positive comments often seen in
response to LNGO posts.

Throughout the Insecurity Insight monitoring process, local CSOs, which often work
as local implementing partners to the wider aid sector, consistently generate a range
of neutral-to-positive responses, even when addressing sensitive themes. In one
notable case, 23 social media posts focusing on gender and reproductive health
— often a polarising subject in the region — received no negative comments.®' Most
of these were shared by CSOs, community-based organisations or government-
affiliated pages. LNGOs likely benefit from higher levels of trust and community
connection, allowing them to discuss complex issues without triggering opposition.
It is also likely that organisations without visible foreign affiliations attract less online
hostility because they fall outside the scope of broader geopolitical narratives that
target foreign or rights-based actors.

Weekly social media monitoring reports from January to June 2025 consistently show
clear patterns that CSOs received very few negative comments — a sign of relative
public trust and acceptance. However, they also receive limited engagement overall,
highlighting a key challenge: while LNGOs may avoid backlash, their visibility and
influence in the digital space remain limited.

» Source credibility matters. Posts from known and locally embedded organisations
are more likely to be received without suspicion, particularly when they remain
focused on service delivery and do not challenge political power. Their work is
often seen as community-oriented rather than politically charged, reducing the
likelihood of backlash. As such, they are not perceived as threats to political
authority.

* Audience alignment reduces controversy. When messages reach aligned or
supportive audiences (e.g. through NGO channels or gender-focused pages),
engagement may be limited, but is often supportive.

+ Narrative fatigue may lower risk. In some cases, users appear disengaged
rather than hostile, especially when development messages are frequent and
uncontroversial.

* Local ownership builds legitimacy. Social media users may be less inclined to
attack initiatives that are clearly driven by national or local actors rather than
being perceived as externally imposed.

insecurityinsight.org
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Closer collaboration with local partners — especially those that share humanitarian
principles and principles — can help improve online perceptions of the broader aid
sector. However, such partnerships also carry risks for the local partner, because local
CSOs may be exposed to criticism or harm due to their association with international
actors. To mitigate these risks and ensure meaningful cooperation, local CSOs must
be empowered to lead and shape the approach. In turn, international partners must
prioritise listening to local advice and respecting the contextual knowledge of those
embedded in the communities they aim to support.

Local NGOs face less hostility but also have less online visibility

While LNGOs rarely attract negative sentiment, they remain under-represented in terms of
overall engagement. This highlights the need to both amplify trusted local voices and broaden
the reach of their communications.
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'State representation in aid campaigns

Public reception of aid-related messaging can shift from being negatively to positively
viewed depending on how campaigns are framed. Aid activities presented as state-
led initiatives such as during the week of 14-20 April 2025, when three UN agencies
promoted a measles vaccination campaign in Mali and Niger, rarely received negative
comments.®? Posts that showed strong collaboration with ministries of health and
military authorities and featuring joint field visits, public ceremonies, and official
endorsements tended to receive only neutral or positive reactions. The presence
of national figures and symbols of authority likely discouraged public dissent,
particularly in contexts where civic space is constrained, making it difficult to judge
if the absence of scepticism that was previously so dominant in relation to vaccines
was self-censorship, endorsement or the absence of a hostile campaign.

Positive or neutral engagement with certain aid activities, particularly those visibly
aligned with state-led initiatives, while a method to avoid backlash, may reflect
strategic alignment rather than genuine trust. For many development actors or
government-implemented programmes, such alignment can help avoid controversy
and maintain operational stability. However, this approach is not compatible with
humanitarian actors committed to neutrality, impartiality and independence. For
them, alignment with state authorities can undermine core principles and provoke
suspicion from communities who view state actors as politically compromised.

Moreover, the absence of public criticism should not be mistaken for public confidence.
In polarised or surveilled environments, self-censorship is common. As illustrated in
the measles vaccine case, a coordinated state-UN rollout featuring ministers and
uniformed officials attracted no public backlash — but this silence may also likely
reflect a reluctance to criticise authority, not widespread support. In such settings,
vaccine hesitancy or scepticism may persist in private channels that are invisible to
public monitoring efforts.

This highlights a fundamental dilemma: while aligning with national narratives may
reduce reputational risk, it does not replace the need for trust. In politically sensitive
settings, the success of public health and aid messaging often depends not only
on what is said, but also on who says it, how it is framed, and which symbols are
associated with the message.

Local influencers amplifying international messages about aid and the UN
system

In several instances, regional social media influencers and celebrities played a
powerful role in shaping positive sentiment toward international organisations.
For example, a Burkinabé singer at the UN General Assembly posted about their
engagement with UN agencies and received only positive comments. Similarly, a
musician UNICEF ambassador from the region used their platform to highlight the
organisation’s mission, again prompting supportive responses.*

Edited media platformsthatamplified these influencers also generated overwhelmingly
positive reactions. When local public figures endorse international aid efforts, they
can play a key role in reframing perceptions and building credibility. This is especially
important for UN agencies, which — though often subject to criticism — can benefit
significantly from association with respected national figures.

insecurityinsight.org
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Direct requests for help: arare but key opportunity for accountability towards
affected populations

In very few cases, users in the Sahel have used social media platforms to directly
appeal for assistance. These requests — often posted as comments under content
from INGOs and UN agencies — include appeals for classrooms, health care, food
assistance or justice. Examples include “We need classrooms in our school™* or
“The Nara region is suffering greatly from drought and famine this year”.® While rare
in this context compared to other regions like Syria or Myanmar, such messages
underscore that, for some users, aid actors are still seen as responsive and potentially
accessible through digital platforms. Responding appropriately to such outreach is
key to building community-based trust.

The aid sector can use social media for:

* Real-time communication and feedback: Aid organisations can share urgent
updates, clarify misunderstandings and gather feedback from communities more
quickly than through any other medium. This responsiveness can be lifesaving
during emergencies.

* Social listening: Effective digital strategy begins with listening. Monitoring how
communities respond to aid activities through comments, sentiment trends, and
emerging narratives helps organisations understand public perception and identify
potential risks. This type of digital listening supports acceptance-based security
strategies and improves accountability by integrating community perspectives
into programming and communication planning.

*  Amplifying reach and visibility: Platforms like Facebook, X, and Instagram
enable agencies to expand the reach of their messages and mobilise international
support, advocacy, and donations at an unprecedented scale and speed.
However, this global visibility comes with new challenges. The digital space
increasingly links donor audiences and communities in crisis, blurring the line
between external advocacy and local perceptions.

* Influencing public perception and policy: How aid is perceived online can
influence both donor policy and beneficiary trust. Narratives that dominate social
media can drive global awareness — or undermine the legitimacy of aid efforts
if left unaddressed. Understanding the full trajectory of messages and how
narratives travel between regions and audiences will become increasingly critical
for protecting the humanitarian space.

While negative narratives remain a serious concern, these examples point to
a valuable insight: not all online engagement is hostile — and much of it can be
shaped. Aid agencies that collaborate with trusted and respected local actors, adapt
messaging to platform norms, and actively support local voices are more likely to
maintain digital legitimacy. Where positive sentiment is observed, it is rarely the
result of chance, but is the outcome of careful framing, appropriate messengers and
an understanding of the local digital terrain.

The effective use of social media requires not only posting and sharing, but
listening. Observing how messages are received, especially through comments,
and patterns of engagement offers critical insights for improving outreach and
preserving trust.
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Chapter 7: Aid in the age of social media

The Sahel’'s public digital landscape is moving towards enforced conformity,
ideological alignment, and political streamlining in relation to geopolitical topics,
and this increasingly restricted online civic space shapes the overall landscape.
However, discussions remain active and polarised around key issues such as gender
or vaccines.

Delivering aid today means navigating not just the physical risks on the ground,
but also the operational risks that arise in the virtual/online space. Every post
and comment has the potential to shift community perceptions, to build trust or to
undermine it, to help promote a message, or to risk being attacked or expelled from
an online community.

The aid sector must move beyond viewing social media as a communications task.
It is now an essential layer of situational awareness, community acceptance
and security risk management. Critically, the perception of aid and the shrinking
online humanitarian space affects all aid agencies collectively. Negative sentiment
targeting one agency often bleeds into broader scepticism about all international
actors. Local organisations seen to be close to any international narrative can be
equally tarnished, regardless of their mandate or affiliation, and this can extend to
local actors.

This is why it is essential to monitor more than an individual organisation’s name
and reputation, and it is the wider public sentiment towards aid in general that
matters. Understanding the reputational ecosystem is key — both to anticipate
potential risks and to identify emerging opportunities for engagement, correction,
or coalition-building. A fragmented view of digital sentiment can leave agencies
vulnerable to unexpected reputational shocks or blind to warning signs building up
around issues like sovereignty, gender, or foreign interference. The following key
points have emerged from the discussion:

* Social media is a shared space. All agencies operate within the same online
environment, so protecting humanitarian space is a collective responsibility.

* Harmful content appears when aid objectives are linked to other concerns.
When aid work is interpreted through narratives of colonialism, espionage,
manipulation and exploitation, any activity or statement can be interpreted as the
manifestation of questionable behaviour.

* Digital narratives impact physical access. Online disinformation and
misinformation can fuel offline distrust, rejection, licence loss or violence.

* Reputation must be proactively earned and defended. Waiting for
disinformation/misinformation to escalate can be too late.

* But not every moment is the right moment to engage. The question of
whether to engage needs to be considered case by case. During “viral” moments
of hostility or coordinated backlash, direct engagement may backfire or amplify
negative narratives. In such cases, monitoring sentiment, understanding the
dynamics and choosing when to respond can be more strategic than immediate
responses.

* Community engagement does not stop at the field level. Digital dialogue is
part of the accountability chain.
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In the age of social media, online perceptions are not a side issue — they are vital to
the humanitarian mission. Communicating humanitarian principles via social media
requires adapting the standard language developed for diplomatic interaction and
direct negotiations with conflict parties. Navigating the social media space means
communicating with a public in plain sight of all conflict parties.

Proactive monitoring, cross-agency cooperation, and a willingness to adapt
communication strategies based on the local context can help to protect both the
credibility and operational continuity of humanitarian efforts.

Information sharing based on structured observation is essential, including on:

+ tracking social media reactions to key announcements or events;

» identifying repeated phrasing or sentiment patterns across different accounts;
* noting which narratives provoke engagement or hostility; and

+ observing how the presence of local actors, symbols or framing affects sentiment.

Key objectives of social media use for aid agencies
* Transparency

Communicating clearly about actions, motivations and outcomes helps build public
trust. Social media allows agencies to demystify their work, counter suspicions and
provide evidence of impact.

* Awareness

Crises often suffer from visibility gaps. Social media helps bridge these gaps by
turning attention toward under-reported emergencies and mobilising global solidarity,
resources, and political will.

* Accountability

Donors and affected populations alike expect to see how aid is delivered and whether
promises are fulfilled. Social media offers a platform to demonstrate the responsible
use of funds and responsiveness to beneficiary needs.

*  Community engagement

Social media enables two-way communication with affected communities, ensuring
their experiences and perspectives are heard and included in programme design
and delivery. It also allows agencies to adapt their plans and operations based on
ground-level feedback.

* Crisis management

As MDH content proliferates online, humanitarian actors must proactively monitor,
correct and manage harmful narratives. Effective digital engagement is now essential
to protect reputations, secure access and reduce operational risks.

insecurityinsight.org
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Advocate for inclusive Al development

Aid agencies and the wider humanitarian system should actively engage with
technology developers to expand linguistic and cultural representation in Al tools.
Current systems often reflect and reproduce Western norms, overlooking languages
and communication styles that are central to crisis-affected regions. Aid actors can
play a critical role in shaping future tools by advocating for diverse Al training data,
multilingual support, and capabilities that include voice and video analysis — ensuring
that marginalised communities are not digitally erased.

A recurring challenge within this effort is how to assess the real impact of online
narratives. Beyond only monitoring hostility, aid actors should evaluate how such
narratives shape acceptance, operational access and even policy decisions.
Developing clearer metrics would significantly strengthen preparedness. Integrating
these practices would not only safeguard legitimacy, but also demonstrate the added
value of social media monitoring as a tool for strategic decision-making across the
aid sector.

Aid agencies working in these areas should prepare communications carefully and be
ready to engage with criticism. Taking a stand on core principles is often necessary,
and the presence of polarised views should not prevent organisations from speaking
out. However, when online disagreement escalates into dehumanising language
directed at individuals, it may signal a shift from rhetorical hostility to potential real-
world threats. In such cases, heightened vigilance is required to protect staff and
ensure the continuity of operations.

Risk-specific recommendations

These recommendations address the most common types of harmful narratives
observed on social media in the Sahel and can help mitigate their reputational and
operational impact.

Corruption allegations

— Objective: Demonstrate transparency and integrity.

* Explain how aid is allocated and monitored.

* Highlight internal anti-corruption measures in posts and community meetings.
»  Work through visible, trusted local staff and partners.

+ Show real-world examples of aid delivery and oversight in action.
Espionage or foreign influence accusations

— Objective: Reaffirm neutrality and non-political intent.

+ Emphasise respect for local customs and national sovereignty.

+ Clarify that aid work is not tied to any government or foreign policy agenda.
* Avoid institutional jargon that may imply secrecy or elitism.

* Be present in local digital spaces in order to engage civil society authentically.

insecurityinsight.org
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Aid misallocation accusations

— Objective: Reinforce fairness and inclusion.

» Clearly explain how aid recipients are selected using needs-based criteria.
* Involve local leaders in identifying and validating beneficiaries.

* Encourage community feedback (including feedback from social media
comments) to correct misperceptions early.

Conflict neutrality issues
— Objective: Protect neutrality and prevent association with armed groups.
+ Consistently frame aid as guided by humanitarian needs, not allegiances.

* Avoid proximity to armed actors where possible, and clarify your position with
regard to these actors when proximity is unavoidable.

» Correct false claims promptly with clear, factual messaging.

» Train staff to respond to suspicions calmly and consistently.

Cultural and gender-based backlash

—Objective: Reduce polarisation and build shared understanding.

* Frame programming around shared values (e.g. dignity, family safety).

+ Collaborate with local women and leaders when engaging on sensitive issues.
+ Use storytelling to show impact without moralising.

» Be prepared for backlash and have culturally sensitive response plans in place.
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Conclusion

Disinformation and misinformation spread rapidly across social media in the Sahel,
shaping how communities interpret aid, who they trust and whether they believe
humanitarian actors have a right to operate. Whether driven by ideology, grievance,
or misinformation, online narratives frequently frame aid agencies — particularly
INGOs and UN bodies — as tools of foreign interference, agents of hidden agendas,
or carriers of cultural imposition. Even when not coordinated, the persistent repetition
of these narratives erodes public trust, fuels suspicion and creates an environment
where hostility towards aid can escalate quickly.

Social media is no longer a peripheral space for aid and humanitarian actors; it is a
central arena in which perceptions are formed, access is negotiated, and legitimacy
is either upheld or lost. While offline engagement remains essential, agencies must
now recognise that online discourse increasingly influences operational reality. What
is said about aid on digital platforms — by whom, how often and in what tone — can
shape the risks aid workers face on the ground.

Most disinformation monitoring focuses on identifying political allegiances,
misinformation trends and influence campaigns. But aid actors need a different lens.
Defending humanitarian space online is not about taking sides in polarised debates
— it is about finding ways to communicate neutrality, independence, and impartiality
in spaces where these principles are often misunderstood or distorted.

This is not a straightforward task. Humanitarian principles and values are abstract
and can be difficult to express clearly on platforms that reward simplicity, emotion,
and confrontation. Silence or ambiguity can be quickly filled by misinterpretation or
manipulation. In this context, digital engagement must be proactive, coordinated and
highly aware of the context in which it occurs.

Maintaining the humanitarian space in the digital age requires more than good
messaging — it needs a collective approach. This includes tailored monitoring of
online sentiment; strategic partnerships with trusted local actors; and consistent
investment in digital literacy, ethical communications, and real-time response
capabilities. Listening must be valued as highly as speaking, and the protection of
humanitarian legitimacy must be treated as an operational priority.

Aid actors must work together to safeguard the principles that define their work.
Keeping humanitarian principles alive, visible, and trusted in digital spaces is not a
communications task — it is a strategic imperative for the future of principled aid.

The information environment is highly dynamic. What is documented in this report
reflects conditions between April 2024 and June 2025. Yet the technological
landscape, political alliances and narrative frames evolve quickly, and patterns
observed today may no longer hold tomorrow. Aid actors must therefore treat social
media monitoring not as a static, once-off assessment, but as an ongoing practice
that should be continually updated to reflect rapid change. Social media disruption
challenges the assumption that established humanitarian organisations are “too big
to fail”. Trust and credibility cannot be assumed to rest on history alone; even long-
standing actors may lose legitimacy suddenly if they do not adapt to new realities
that develop.
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With shrinking budgets and shifting priorities, there is a risk of treating information
integrity as a temporary or peripheral project rather than as a cross-cutting necessity.
Yet safeguarding the legitimacy of humanitarian action online is fundamental to
access, protection and security. If monitoring and response are seen as optional
or short term, agencies may struggle to keep pace with the rapidly evolving digital
environment. Sustained investment is therefore essential.

insecurityinsight.org
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What to do and what to avoid on social media

Pre-emptive response

Do’s

What to avoid

Why it matters

Amplify trusted local voices
and stories (e.g. testimonies,
community-led initiatives).

AVOID ...
... relying only on impersonal,
top-down messaging.

Personal stories resonate
more than institutional
language and build
credibility in contested
spaces.

Partner with respected local
influencers and community
figures.

... standard corporate
messaging that ignores or
sidelines voices with local
credibility.

Local figures shape public
opinion and can validate
humanitarian intentions
better than organisational
spokespeople.

Tailor content to platform and
audience (e.g. infographics for
Instagram, explainer threads
for X).

... copy-pasting content
across platforms without
adjusting tone or format or
audience perspective.

Each platform has different
norms and audiences,

and adaptation to these
differences improves
engagement and prevents
misinterpretation.

Prepare crisis communication
strategies in advance.

... being forced to improvise in
a reputational or operational
crisis.

Pre-planned responses
allow for fast, accurate
communication during
reputational or security
incidents.

Promote long-term positive
impacts and local ownership.

... creating unrealistic
expectations of immediate life-
changing impact delivered by
outsiders or framing aid as an
emergency-only handout.

Emphasising sustainability
counters dependency and
conspiracy narratives.

Monitor and interpret

broader sentiment around
humanitarian aid, not just your
organisation.

... focusing solely on

your agency’s reputation
and remaining blind to
allegations levelled at other
aid organisations that they
are intentionally aligned with
critically viewed agendas.

Public perception of aid is
collective, and narratives
targeting one agency often
spill over to others and are
more linked to the concept
of aid then a single aid
agency.
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What to do and what to avoid on social media

Online response

Do’s

What to avoid

Why it matters

Actively monitor social media
in real time for spikes in
negativity or disinformation.

AVOID ...
... responding only when
a reputational issue has
escalated

Early detection allows for
early correction before
narratives harden and
become entrenched.

Acknowledge concerns
respectfully (e.g. through
comments, FAQs, Q&As).

... deleting critical comments
without explanation or
disabling the comment
sections.

Silence or censorship is
often interpreted as guilt or
arrogance.

Communicate clearly about
aid delivery processes and
funding.

... leaving funding,
partnerships or selection
criteria vague.

Ambiguity can feed
corruption, favouritism or
conspiracy narratives.

Use clear, non-technical
language tailored to a general
audience.

... technical jargon, diplomatic
phrasing or institutional
clichés.

Ambiguous or formal
language can be
misunderstood

or intentionally
misrepresented. Clear and
accessible communication
reduces misinterpretation
and builds trust.

Use language that reflects
humanitarian principles and
IHL in clear, accessible terms.

... abstract legal references
or language that sounds
politically charged or
institutional.

Staying true to core
principles builds credibility,
but overly formal or
technical expressions

can alienate audiences or
trigger backlash.

Consider co-branding
messages with locally trusted
organisations.

... using international logos
or branding where deemed
inappropriate.

Joint messaging with
local organisations builds
legitimacy and reduces
perceptions of foreign
interference.

insecurityinsight.org

44



The Shrinking Humanitarian Space on Social Media: Insights from Burkina Faso, Mali and Niger

What to do and what to avoid on social media

Offline response

Do’s

What to avoid

Why it matters

Integrate digital risks and
narratives into security risk
assessments (SRAs) and
acceptance strategies.

AVOID ...

... treating online narratives
as disconnected from physical
security risks.

* Harmful online narratives
can increase physical
threats to staff and
communities. SRAs must
reflect this evolving reality.

Develop and regularly

update internal guidance for
communicating about security
incidents.

... allowing ad hoc or
inconsistent messaging during
or after incidents.

» Clear, coordinated
messaging helps
manage public
perceptions and reduce
reputational damage or
misinterpretation.

Engage in local dialogue
and community meetings
to address concerns raised
online.

... ignoring online sentiment
in offline engagement or
feedback loops.

* Rebuilding trust requires
two-way dialogue. Offline
listening and response can
defuse tensions sparked
online.

Establish relationships

with local media to provide
accurate context information
and updates during crises.

... letting misinformation
dominate radio, TV or
community communication.

* Trusted local media can
help correct narratives
before they take hold
offline.

Train front-line staff to explain
the purpose of aid and
address concerns.

Offline response

Do’s

... assuming that “neutrality”
and the other humanitarian
principles are self-evident to
the public.

What to avoid

« Explaining humanitarian
principles can reduce
suspicions of political or
ideological bias.

Why it matters

Collaborate with peer
organisations and networks
to coordinate responses and
share good practices.

AVOID ...

... operating in isolation

or issuing contradictory
messaging with other actors.

» Coordinated, consistent
messaging across
organisations strengthens
credibility and reduces
confusion or mixed
interpretations.

Raise concerns through quiet
diplomacy and protection
dialogue when disinformation
or misinformation endangers
staff or beneficiaries.

... publicly confronting actors
unless other avenues have
been exhausted and risks
assessed.

Sensitive issues often
require discreet engagement
to prevent escalation and

maintain humanitarian access.
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What to do and what to avoid on social media

Information landscape operational response

Do’s

What to avoid

Why it matters

Integrate media and digital
literacy awareness into
community engagement
activities.

AVOID ...

... assuming that communities
can easily distinguish between
credible and misleading
information.

Strengthening media
literacy supports long-term
resilience to disinformation
or misinformation and
empowers communities to
make informed choices.

Provide timely, factual updates
to staff and the public using
clear, accessible language.

Localisation

Do’s

... relying on reactive or overly
technical statements that
confuse or alienate non-expert
audiences.

What to avoid

Proactive and
understandable
communications help
build trust and reduce the
space for speculation or
misinformation.

Why it matters

Include social media
engagement in partnership
agreements and learn to listen
to local partners.

Include social media
engagement in a localised
security risk management
strategy.

AVOID ...

... asking local partners to
follow corporate-/logo-based
visibility and communication
standards in their social media
engagement.

Localisation offers
opportunities for
international aid actors
to improve their ability to

listen to local perspectives.

Include social media
engagement in a localised
security risk management
strategy.

... exposing local partners
to risks of association from
harmful associations about
international partners.

Local partners are more
vulnerable to the direct
negative consequences of
harmful information, and
international aid agencies
have a responsibility to
listen and adjust their
communication where
necessary to protect local
partners.
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Additional resources

Addressing Harmful Information in Conflict Settings: A Response
Framework for Humanitarian Organizations

January 2025, https://www.icrc.org/en/publication/addressing-harmful-
information-conflict-settings-response-framework-humanitarian

Social Media and Inclusion in Humanitarian Response
May 2022, https://media.odi.org/documents/Social_media_inclusion.pdf
How to Use Social Media to Better Engage People Affected by Crises

September 2017, https://www.icrc.org/sites/default/files/document/file_list/
icrc-ifrc-ocha-social-media-quide.pdf

UNHCR Handbook on Information Integrity

2024 (Living Document), https://www.unhcr.org/handbooks/
informationintegrity/

Sahel

Insecurity Insight Briefs on Protecting the Humanitarian Space in the Sahel
Burkina Faso, July-September 2024, https://bit.ly/BEASMMOCct2024EN

Mali, July-September 2024, https://bit.ly/MLISMMDec2024EN

Niger, October-December 2024, https://bit.ly/NERSMMMar2025EN

March 2025, “USAID Freeze Discussion on Social Media”, https://bit.ly/
SMMMar2025USAIDFreeze1

Insecurity Insight briefs on Tracking Aid Narratives on Social Media:
Recent Updates from the Sahel

06-20 April 2025, https://bit.ly/06-20Apr2025SMMBrief
21 April-04 May 2025, https://bit.ly/21Apr-04May2025SMMWeekly
05-11 May 2025, https://bit.ly/05-11May2025SMMBrief
12-18 May 2025, https://bit.ly/12-18May2025SMMBrief
19 May-01 June 2025, https://bit.ly/19May-01June2025SMMBrief

02-15 June 2025, https://bit.ly/02-15June2025SMMBrief
23-29 June 2025, https://bit.ly/23-29June2025SMMBrief
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Insecurity Insight briefs on Protecting the Humanitarian Space in the
Democratic Republic of the Congo (DRC)

August 2024, “Social Media Reactions in the DRC to the Mpox Health Emergency”,
https://bit.ly/DRCMpoxAug2024

February-March 2025, “Beyond IDPs: How Displacement Shapes Broader
Narratives of Blame, Aid, and Identity in the DRC”, https://bit.ly/Feb-
Mar2025DRCSMMIDPs

February-March 2025, “USAID Freeze Discussions on Social Media in the DRC”,
https://bit.ly/Feb-Mar2025DRCSMM

Myanmar

Insecurity Insight briefs on Tracking Aid Narratives on Social Media June-October
2024, https://bit.ly/ MMRSMMJan2025

28 March-16 June 2025, https://bit.ly/28Mar-16Jun2025MMRSMM
Syria

Insecurity Insight brief on “Sentiments towards the Syrian Arab Red Crescent”,
April 2024, https://bit.ly/SYRSMMSARCApr2024
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Footnotes

1 Principles such as neutrality, impartiality and independence are universal to
humanitarian action. Values, by contrast, reflect internal organisational ethos and
priorities, which may differ across agencies. This report focuses on principles as
they shape digital legitimacy, while recognising that organisational values also shape
communication processes.

2 ICRC (International Committee of the Red Cross). 2025. Addressing Harmful
Information in Conflict Settings: A Response Framework for Humanitarian
Organizations. 30 January. Switzerland: ICRC. https://www.icrc.org/en/
publication/addressing-harmful-information-conflict-settings-response-
framework-humanitarian.

3 Social media monitoring focused on posts originating from IP addresses located in
Burkina Faso, Mali and Niger. Associated comments were also analysed; however,
their geographic origin could not be determined due to privacy restrictions on IP
data. Because the analysis was limited to publicly accessible platforms, private
conversations on closed messaging apps such as WhatsApp and Telegram remain
unknown. As a result, the sentiments expressed in these spaces may differ from
those observed in public discourse.

4 Posts are collected using country-specific IP filters and only when they are publicly
available. Insecurity Insight does not seek to identify individuals, does not monitor
private communications, and collects no content from encrypted messaging platforms
such as WhatsApp or Telegram.

5 Insecurity Insight. 2025. “USAID Freeze Discussion on Social Media.” March.
Switzerland: Insecurity Insight. https://bit.ly/SMMMar2025USAIDFreeze1.

6 Insecurity Insight. 2025. “Social Media Watch: Key Trends from Burkina Faso,
Mali, and Niger, January-April 2025.” Switzerland: Insecurity Insight. https://bit.ly/
SMMSahelJan-Apr2025.

7 Insecurity Insight. 2025. “Tracking Aid Narratives on Social Media: Weekly
Observations from the Sahel, 09-16 March 2025.” Switzerland: Insecurity Insight.
https://bit.ly/09-16March2025SMMBrief.

8 Insecurity Insight. 2025. “Tracking Aid Narratives on Social Media: Emerging
Observations from the Sahel, 09 April 2025.” Switzerland: Insecurity Insight._https://
bit.ly/31Mar-06Apr2025SMMBrief.

9 C. Lingaas. 2022. “Dehumanising Ideology, Metaphors, and Psychological Othering
as Evidence of Genocidal Intent.” International Criminal Law Review: This legal and
linguistic analysis examines how metaphorical dehumanisation (e.g. describing
victims as “vermin” or “cockroaches”, as occurred before the 1994 Rwandan
genocide) shapes collective perception and provides evidence of genocidal intent.
T. Rai, P. Valdesolo and J. Graham. 2017. “Dehumanization Increases Instrumental
Violence, but Not Moral Violence.” PNAS: In experimental settings, this study shows
that perceiving people as less than human increases support for violence with
practical aims (e.g. countering drone strikes).

M. Wahlstrom, A. Toérnberg and H. Ekbrand. 2021 “Dynamics of Violent and
Dehumanizing Rhetoric in Far-Right Social Media.” New Media & Society: This is
a mixed-method analysis of how dehumanising and violent language on Facebook
correlates with explicit calls for violence.

A. Landry etal. 2025. “The Uniquely Powerful Impact of Explicit, Blatant
Dehumanization on Support for Intergroup Violence.” Journal of Personality and
Social Psychology: This meta-analysis and cross-national study demonstrates that
outright dehumanisation is a strong, independent predictor of support for violence.
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10 Insecurity Insight. 2024. “Protecting the Humanitarian Space in Burkina Faso,
July-September 2024.” Switzerland: Insecurity Insight. bit.ly/BFASMMOCct2024EN.
11 Les médecins sans frontiéres sont des complices terroristes".

12 "On achéte les armes pour aller donner aux groupes criminel terroriste".

13 "lIs utilisent I'argent du contribuable pour acheter des équipements qui finissent
avec les terroristes".

14 "Vous et les terrorists IL as pas trop difference, Rien que des apatrides".
15 "Toi tu la source de Fake news. Toi méme tu es un terroriste".

16 "Pendant vos 10 années de terrorisme vous n’avez construit d’hdpitaux capable
de prendre en charge les malades dans la région?"

17 M. Plaut. 2024. “Propaganda Machine: Russia’s Information Offensive in the
Sahel.” 24 November. https://martinplaut.com/2024/11/24/propaganda-machine-
russias-information-offensive-in-the-sahel/

18 This report includes analysis of publicly available social media content collected
from open platforms. All data has been anonymised to remove or obscure identifying
details, and no content from closed groups was used. The analysis was conducted
in the public interest and in line with the EU General Data Protection Regulation
(GDPR), under a legitimate interest basis. The purpose of this analysis is to support
humanitarian dialogue, inform policy, protect aid workers and those they help, and
contribute to public interest research.

19 Insecurity Insight. 2025. “Tracking Aid Narratives on Social Media: Recent
Observations from the Sahel, 07 May 2025.” Switzerland: Insecurity Insight. https://
bit.ly/21Apr-04May2025SMMWeekly.

20 Al-generated content refers to media - such as text, images, audio or video -
produced by artificial intelligence systems. These systems are trained on extensive
datasets, allowing them to create new material that reflects patterns and features
found in the original data.

21 The GDPR, or General Data Protection Regulation, is a comprehensive EU law
adopted in 2016 that protects the personal data of individuals in the EU and the
European Economic Area.

22 Virtual private networks (VPNSs) hide users’ real IP addresses and locations.

23 Insecurity Insight. 2025. “Tracking Aid Narratives on Social Media: Recent
Observations from the Sahel, 02 July.” Switzerland: Insecurity Insight._https://bit.
ly/23-29June2025SMMBrief.

24 Insecurity Insight. 2025. Tracking Aid Narratives on Social Media: Recent
Observations from the Sahel, 18 June 2025.” Switzerland: Insecurity Insight. https://
bit.ly/02-15June2025SMMBrief.

25 Insecurity Insight. 2025. “Tracking Aid Narratives on Social Media: Recent
Observations from the Sahel, 04 June 2025.” Switzerland: Insecurity Insight. https://
bit.ly/19May-01June2025SMMBrief.

26 Insecurity Insight. 2025. “Tracking Aid Narratives on Social Media: Recent
Observations from the Sahel, 09 July 2025.” Switzerland: Insecurity Insight. https://
bit.ly/30Jun-06Jul2025SMMBrief.

27 Insecurity Insight. 2025. “Tracking Aid Narratives on Social Media: Recent
Observations from the Sahel, 21 May 2025.” Switzerland: Insecurity Insight. https://

bit.ly/12-18May2025SMMBrief.
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28 Insecurity Insight. 2025. “Tracking Aid Narratives on Social Media: Recent
Observations from the Sahel, 04 June 2025.” Switzerland: Insecurity Insight. https://
bit.ly/19May-01June2025SMMBrief.

29 Insecurity Insight. 2025. “USAID Freeze Discussion on Social Media.” March.
Switzerland: Insecurity Insight. bit.ly/SMMMar2025USAIDFreeze1.

30 Insecurity Insight. 2025. “Tracking Aid Narratives on Social Media: Recent
Observations from the Sahel, 14 May 2025.” Switzerland: Insecurity Insight. https://
bit.ly/05-11May2025SMMBrief

31 Insecurity Insight. 2025. “Tracking Aid Narratives on Social Media: Recent
Observations the Sahel, 02 April 2025.” Switzerland: Insecurity Insight. https://bit.
ly/24-30Mar2025SMMBrrief.

32 Insecurity Insight. 2025. “Tracking Aid Narratives on Social Media: Recent
Observations from the Sahel, 23 April 2025.” Switzerland: Insecurity Insight._https://
bit.ly/06-20Apr2025SMMBrief.

33 In this instance of the 42 posts that mentioned the UN or its agencies, 80% of the
comments were positive; see Insecurity Insight. 2024. “Protecting the Humanitarian
Space in Burkina Faso, July-September 2024.” Switzerland: Insecurity Insight. bit.
ly/BFASMMOCt2024EN.

34 “Nous avons besoin de salles de classes dans notre école”.

35 “La région de Nara souffre énormément par la sécheresse et famine cette année”.
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